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Introduction
This roadmap has been developed in order to facilitate current and future planning of DGIWG
Web Service activities. DGIWG requires a Web Services Roadmap that looks four years into
the future from the Roadmap completion (2019-2022) for current standards and up to six years
to track industry for future research and development (emerging standards).
With this Roadmap DGIWG can ensure that Web Service and interface profiles are prioritized
and can be developed in the priority that nations require. Initial agreement of the
Web Services Roadmap will be sought from the Plenary and reviewed annually by WSTP
project team. The review will be given to the plenary for annual agreement.

i. Contributing participants
Nation

Parent organization

Sweden

Swedish Defence Materiel Administration (FMV)

Germany

Bundeswehr Geoinformation Centre (BGIC)

France

Institut Géographique National (IGN)

United States

National Geospatial-Intelligence Agency (NGA)

United Kingdom

Joint Force Command (JFC)

ii. Document points of contact
All questions regarding this document shall be directed to the secretariat@dgiwg.org
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Scope

This document serves as a strategy and planning tool for the DGIWG, its member
organisations and associates. It describes the present state of geospatial interoperability
across the civil and defence user communities and establishes future state goals and
objectives by which associated standardisation activities are based. Key factors used include:
user requirements, relevant standards (published or in work), and emerging technologies.

2.

Purpose

As stated above, one purpose of this document is to act as a planning tool for DGIWG and as
an input to the planned DGIWG Enterprise roadmap. It is also intended to be used as a
guidance document for software and capability development by highlighting interoperability
requirements within the military community.
It will provide an overview of the current and future state of applicable OGC web services and
associated standards, as well as their defence specific profile derivatives as produced by the
DGIWG Web Services Technical Panel (WSTP).

3.

References

DGIWG standards and implementation profile website:
https://www.dgiwg.org/dgiwg/htm/documents/standards_implementation_profiles.htm
DGIWG 122

Defence Profile of OGC Web Feature Service 2.0 – version 2.0.1,
2017-11-28,
https://portal.dgiwg.org/files/?artifact_id=68228&format=pdf

DGIWG 112

Defence Profile of OGC Web Map Service 1.3 Revision – version 3.0,
2017-11-28,
https://portal.dgiwg.org/files/?artifact_id=68226&format=pdf

DGIWG 124

Defence Profile of OGC Web Map Tile Service 1.0 – version 1.0.0,
2017-10-17,
https://portal.dgiwg.org/files/?artifact_id=68271&format=pdf

DGIWG 119

Defence Profile of OGC Web Coverage Service 2.0 – version 1.0.0,
2017-11-28,
https://portal.dgiwg.org/files/?artifact_id=68227&format=pdf

DGIWG 125

Defence Profile of OGC Catalogue Service for the Web 2.0 – version
1.0.1, 2018-03-01,
https://portal.dgiwg.org/files/?artifact_id=68270&format=pdf

[OGC 06-042]

OpenGIS Web Map Service Implementation Specification (also ISO
19128) – version 1.3, 15/03/2006,
http://portal.opengeospatial.org/files/?artifact_id=14416
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[OGC 07-057r7]

OpenGIS® Web Map Tile Service Implementation Standard – version
1.0, http://portal.opengeospatial.org/files/?artifact_id=35326

[OGC 09-025r2]

OpenGIS Web Feature Service Interface Standard – With
Corrigendum – version 2.0.2, 07/10/2014,
http://docs.opengeospatial.org/is/09-025r2/09-025r2.html

[OGC 09-026r2]

OpenGIS Filter Encoding 2.0 Encoding Standard (also ISO 19143) –
version 2.0.3, http://portal.opengeospatial.org/files/?artifact_id=39968

[OGC 09-110r4]

OGC® WCS 2.0 Interface Standard – Core – version 2.0.1,
https://portal.opengeospatial.org/files/?artifact_id=48428

[OGC 05-007r7]

Web Processing Service – Version 1.0,
http://portal.opengeospatial.org/files/?artifact_id=24151

[OGC 08-091r6]

Web Processing Service Corrigendum – Version 1.0,
http://portal.opengeospatial.org/files/?artifact_id=32766

[OGC 11-122r1]

OpenGIS Gazetteer Service - Application Profile of the Web Feature
Service Best Practice – Version 1.0,
https://portal.opengeospatial.org/files/?artifact_id=46964

[OGC 06-050r3]

OGC White Paper, An Introduction to GeoRSS: A Standards Based
Approach for Geo-enabling RSS feeds,
https://portal.opengeospatial.org/files/?artifact_id=15755

[OGC 1866]

Big Processing of Geospatial Data,
http://www.opengeospatial.org/blog/1866

[OGC 12-080r2]

OGC OWS Context Document Conceptual Model Abstract
Specification, https://portal.opengeospatial.org/files/?artifact_id=55182

[OGC 12-084r3]

OGC OWS Context Document Atom Encoding Specification
https://portal.opengeospatial.org/files/?artifact_id=55183

[OGC 12-128r14]

OGC GeoPackage Encoding Standard (1.2),
https://portal.opengeospatial.org/files/?artifact_id= 74225

[OGC 12-128r15]

OGC GeoPackage Encoding Standard with corrigendum (1.2.1)
https://portal.opengeospatial.org/files/?artifact_id= 80678

[OGC 05-078r4]

OGC OpenGIS Styled Layer Descriptor Profile of the Web Map
Service Implementation Specification,
http://portal.opengeospatial.org/files/?artifact_id=22364

[OGC 05-077r4]

OGC Symbology Encoding Specification,
http://portal.opengeospatial.org/files/?artifact_id=16700

[OGC 07-006r1]

OpenGIS Catalogue Service Implementation Specification (2.0.2),
http://portal.opengeospatial.org/files/?artifact_id=20555

[OGC 07-045]

OGC Catalogue Services Specification 2.0.2 - ISO Metadata
Application Profile (1.0.0),
http://portal.opengeospatial.org/files/?artifact_id=21460
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[OGC 06-131r6]

OGC Catalogue Services Standard 2.0 Extension Package for ebRIM
Application Profile: Earth Observation Products (1.0.0),
http://portal.opengeospatial.org/files/?artifact_id=35528

[OGC 13-084r2]

OGC I15 (ISO19115 Metadata) Extension Package of CS-W ebRIM
Profile 1.0, https://portal.opengeospatial.org/files/?artifact_id=56905

[OGC 15-104r3]

OGC Discrete Global Grid System (DGGS) Core Standard
(Candidate), https://portal.opengeospatial.org/files/66643

[DGIWG 118]

DGIWG Portrayal Registry Service Interface Specification
https://portal.dgiwg.org/files/?artifact_id=8487
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Terms, definitions, and abbreviations

4.1.
4.1.1.

Terminology concepts
DGIWG Core services

These services allow users to discover, access, and view data. Core services can be further
defined as;
1. Data discovery – These services allow users to search using metadata
2. Viewing services – These services provide an interface for users to visualize geospatial
data.
3. Data access – These services provide an interface for users to access and write
geospatial data
For example a user will use a Catalogue Service for the Web (CSW) to discover data, view it
using either a Web Map Service (WMS) or a Web Map Tile Service (WMTS) and optionally
access the data via a Web Feature Service (WFS) or Web Coverage Service (WCS).
4.1.2.

DGIWG Supporting Services

While not part of the core set of web services, WSTP recognises that additional supporting
services are an important part of the web infrastructure and have the potential to evolve as a
core service in the future.
For example, a web processing service will allow users to create new data sets based on
specific analysis, algorithms or methods which may require additional computing power or
user input. As an example, consider the case of a search and rescue team monitoring the path
of a developing weather system. They may want to execute a process which will predict the
anticipated location of surrounding vessels based on their reported course and speed to
ensure they will not be heading into harm’s way.
4.1.3.

DGIWG Emerging Services and Concepts

These services are long term projects in a DGWIG context and may reside within military
Research and Development programmes although they may be considered mature in the
civilian environment such as the OGC. It is important that the WSTP remain aware of such
developing technologies as these will influence future project work. Examples of emerging
technologies include cloud computing and semantic mediation services. OGC engineering
reports act as a good source for potential up and coming technologies.
Such emerging technologies are discussed more in chapter 6.2.
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Abbreviated terms

4.2.1.

API

Application Programming Interface

4.2.2.

CRS

Coordinate Reference System

4.2.3.

CSW

Catalogue Services for the Web

4.2.4.

CWIX

Coalition Warrior Interoperability eXercise

4.2.5.

DGIWG

Defence Geospatial Information Working Group

4.2.6.

DMF

DGIWG Metadata Foundation

4.2.7.

ebRIM

electronic business Registry Information Model

4.2.8.

FPS

Feature Portrayal Service

4.2.9.

GeoJSON

Geospatial JavaScript Object Notation

4.2.10.

GeoRSS

Geographically encoded objects for RSS feeds

4.2.11.

GML

Geography Markup Language

4.2.12.

GMLJP2

Geography Markup Language for JPEG 2000

4.2.13.

GWG

Geospatial Intelligence Standards Working Group

4.2.14.

HTTP

Hypertext Transfer Protocol

4.2.15.

IHO

International Hydrographical Organization

4.2.16.

ISO

International Organization for Standardization

4.2.17.

ISO/IEC

International Electrotechnical Committee

4.2.18.

JGSWG

Joint Geospatial Standards Working Group

4.2.19.

JPEG

Joint Photographic Experts Group

4.2.20.

JSON

JavaScript Object Notation

4.2.21.

KML

Keyhole Markup Language

4.2.22.

KVP

Key Value Pair

4.2.23.

METOC

Meteorological and Oceanographic

4.2.24.

O&M

Observations & Measurements Schema

4.2.25.

NATO

North Atlantic Treaty Organization

4.2.26.

NGMP

NATO Geospatial Metadata Profile

4.2.27.

OASIS

Organization for the Advancement of Structured Information
Standards

4.2.28.

OGC

Open Geospatial Consortium

4.2.29.

OWC

OGC Web Services Context

4.2.30.

OWS

OGC Web Services

4.2.31.

PNG

Portable Network Graphic

4.2.32.

PubSub

Publish/Subscribe

4.2.33.

REST

Representational State Transfer

4.2.34.

RSS

Really Simple Syndication

4.2.35.

SAS

Sensor Alert Service
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4.2.36.

SensorML

Sensor Model Language

4.2.37.

SLD

Styled Layer Descriptor

4.2.38.

SOAP

Simple Object Access Protocol

4.2.39.

SOS

Sensor Observation Service

4.2.40.

SPARQL

SPARQL Protocol and RDF Query Language

4.2.41.

SPS

Sensor Planning Service

4.2.42.

SWE

Sensor Web Enablement

4.2.43.

TML

Transducer Markup Language

4.2.44.

W3C

World Wide Web Consortium

4.2.45.

WCPS

Web Coverage Processing Service

4.2.46.

WCS

Web Coverage Service

4.2.47.

WFS

Web Feature Service

4.2.48.

WFS-G

Web Feature Service – Gazetteer Profile

4.2.49.

WMS

Web Map Service

4.2.50.

WMTS

Web Map Tile Service

4.2.51.

WNS

Web Notification Service

4.2.52.

WPS

Web Processing Service

4.2.53.

WSTP

Web Services Technical Panel

4.2.54.

XML

eXtensible Markup Language
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5. Geospatial Capabilities – present state
To date, the DGIWG WSTP has published profiles in support of WMS 1.3, WFS 2.0, WCS 2.0,
WMTS 1.0 and CSW 2.0. Implementations of these profiles are being tested continuously in
CWIX and OGC testbeds.
An implementation survey was conducted in early 2016 in order to gain insight into the present
state of systems and services in both operational and experimental environments amongst
DGIWG member nations. Fifteen nations responded showing a wide array of implementations
in conformance with the OGC versions of the web services profiles, however the application
of the DGIWG profile extensions was sometimes unclear, or specified in a comment as not
implemented. Generating technical documentation in the form of an implementation guide for
test purposes as well as referencing a reliable method for testing compliancy would help to
mitigate these issues. The DGIWG is actively engaging the OGC for the development of
DGIWG Profile Test Scripts.
The survey also asked each nation to prioritize items for future work within the WSTP, with
feature portrayal using SLD’s and web processing services coming out on top among the
respondents.
Feature portrayal using SLD’s seems to have many known deficiencies due to the fact that
the OGC SLD profile has not been updated in almost ten years. From an interoperability
perspective, the lack of compatibility in feature portrayal methods between commercial
vendors and open source software implementations is an existing roadblock.

5.1.

Standards assessment

The figure below gives an overview of the Open Geospatial Consortium standards that are
discussed in this chapter as well as the DGIWG work to profile these standards.
For more details on the classification of maturity used in this chapter, refer to chapter 8.
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Figure 1 OGC Standards and corresponding DGIWG Profiles, color-coded by maturity

Note that there are other community profiles not included in this figure.
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Services

5.1.1.1. Web Map Service (WMS)
A web map service generates a dynamic image from geospatial data using a simple request
string which includes, at minimum, the requested layers and the bounding box of the required
area. Additional parameters may include time, depth, transparency and other optional
dimensions such as spectral bands from satellite images or filtering parameters.
DGIWG has published a WMS 1.3 profile which has been adopted by the OGC as a best
practice document. The DGIWG WMS 1.3 Profile has been evaluated for interoperability and
combat readiness by the CWIX exercise and the OGC OWS testbed. Based on
recommendations received from the aforementioned evaluation programs, an updated version
of the DGIWG WMS 1.3 Profile was released in November 2015.
As discussed in chapter 9.1, the work to create a NATO STANAG for geospatial web services
has required an additional revision of the current DGIWG WMS profile, which was released in
November 2017.
A future version of WMS is currently in drafting stage at OGC, however it is not stable at this
stage.
WMS is a DGIWG Core Service. The DGIWG recommendation is ready for Implementation.
For further details refer to Annex B, Table B1 and Table B2.
5.1.1.2. Portrayal Service (SLD-WMS)
Portrayal Services allow users to use their own symbology and rule sets to portray geospatial
data in accordance with their individual needs. The OGC SLD profile of the WMS service
provides the capability for users to include or reference their own Styled Layer Descriptor file
for published data layers or geospatial data accessible via WFS or WCS services.
The OGC SLD profile of the Web Map Service Implementation Specification defines two
different types of servers.


Component servers: these are servers designed to be loosely coupled and work in any
combination. For example, a component WMS can symbolize feature/coverage data
from any WFS/WCS to which it is directed and GML data that is provided inline.
Component servers using feature data are also called Feature Portrayal Services
(FPS), while those using coverage data are Coverage Portrayal Services (CPS).



Integrated servers: these are servers that are closely coupled and can only work in
particular configurations. For example, an integrated WMS might only be able to
symbolize feature/coverage data from its own data source.

The OGC SLD profile of WMS 1.3 [OGC:05-078r4] relies on the Symbology Encoding (SE)
Implementation Specification for the symbolization part. OGC is currently investigating
possibilities to enhance symbology concepts for the portrayal of geospatial data in various
initiatives e.g. Portrayal Concept Development Study, Symbology Conceptual Core Model (18067), findings from OGC Testbeds 13 and 14 and the lessons learned from reverse
engineering CARTO and Mapbox encoding formats.
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Portrayal services were a work item under the DGIWG activity S01, and one input to this work
was the aforementioned SLD profile of WMS 1.3. Within the DGIWG activity the portrayal
model was extended with the concept of a Portrayal Registry – a central source for portrayal
information. A Change Request to SLD WMS (CR 117) was submitted to OGC to improve
support of such portrayal registries as sources for symbology. For more information about the
portrayal registry concept, refer to chapter 7.2.5.
SLD-WMS is a DGIWG Core Service. The DGIWG recommendation is ready for validation
and experimentation.
For further details refer to Annex B, Table B3.
5.1.1.3. Web Map Tile Service (WMTS)
The OGC Web Map Tile Service (WMTS) Implementation Standard provides a standard based
solution to serve digital maps using tile images with predefined content, extent, and resolution.
The OGC WMTS provides a complementary approach to the OGC Web Map Service (WMS)
for tiling maps. WMS focuses on rendering custom maps and is an ideal solution for dynamic
data or custom styled maps (combined with the OGC Style Layer Descriptor (SLD) standard).
WMTS trades the flexibility of custom map rendering for the scalability possible by serving of
static data (base maps) where the bounding box and scales have been constrained to discrete
tiles. The fixed set of tiles allows for the implementation of a WMTS service using a web server
that simply returns the existing files. The fixed set of tiles also enables the use of standard
network mechanisms for scalability such as distributed cache systems.
In line with the work to create a NATO STANAG for geospatial web services DGIWG has
released a WMTS profile in October 2017. This profile is based on and harmonised with the
initial WMTS profile work in the US National System for Geospatial-Intelligence (NSG).
WMTS is a DGIWG Core Service. The DGIWG recommendation is ready for validation and
experimentation implementation.
For further details refer to Annex B, Table B4.
5.1.1.4. Web Feature Service (WFS)
The OGC Web Feature Service (WFS) specification provides a service interface for accessing
and writing geospatial data that is usually delivered in GML format. Features normally have
unique identifiers and can be accessed in groups using relationships e.g. all roads within a
national boundary.
DGIWG has defined two WFS 2.0 profiles: One for Basic WFS responding to basic
requirements such as access to vector data and one for Transactional WFS allowing both
access and update of vector data.
The DGIWG WFS 2.0 profiles have been adopted as an OGC Best Practice Paper.
As discussed in chapter 9.1, the work to create a NATO STANAG for geospatial web services
has required an additional revision of the current DGIWG WFS profile which was released in
November 2017.
WFS 2.0 is a DGIWG Core Service. The DGIWG recommendation is ready for implementation.
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For further details refer to Annex B, Table B5 and Table B6.
5.1.1.5. Gazetteer Service (WFS-G)
There is growing interest in the development of a common feature-based model for access to
named features, often referred to as a gazetteer. The OGC Gazetteer document has been
accepted as a Best Practice document in February 2012. That document is a profile of WFS
1.1. Within DGIWG WSTP the S03 working group had been examining requirements for a
Gazetteer Service. No specific military requirements were found and the recommendation
was that no DGIWG profile was needed.
Note that while the recommendation is to use WFS 2.0 for all new WFS efforts, using WFS
1.1 for gazetteer purposes is an acceptable practice since there is currently no version of the
WFS-G profile for WFS 2.0. DGIWG currently does not plan to develop a DGIWG WFS-G
profile.
WFS-G is a DGIWG Supporting Service. The DGIWG recommendation is ready for
implementation.
For further details refer to Annex B, Table B7.
5.1.1.6. Web Coverage Service (WCS)
The OpenGIS Web Coverage Service (WCS) Implementation Specification provides
interfaces to access geospatial data as coverages, that is, digital geospatial information
representing space-time multidimensional varying phenomena. Typical examples are aerial,
satellite images and METOC data.
The standard WCS 2.0 consists of a core definition and extensions, some of which are
community based, thus DGIWG will be monitoring and contributing to these extensions when
deemed relevant to the military use case.
DGIWG has developed a WCS 2.0 profile for GEO requirements, which was released in
November 2017. DGIWG may later add a second WCS 2.0 profile addressing METOC
requirements.
WCS use cases are provided in the DGIWG WCS profile (Annex B). This annex also identifies
which use cases are supported by the DGIWG profile and the extensions it mandates.
WCS is a DGIWG Core Service. The DGIWG recommendation is ready for validation and
experimentation.
For further details refer to Annex B, Table B8.
5.1.1.7. Catalogue Service (CSW)
The OpenGIS Catalogue Services Specification defines common interfaces to discover,
browse, and query metadata about data, services, and other potential resources.
The OGC catalogue standards break down into a number of components. There is the base
standard (CSW 2.0.2) which defines an abstract search interface. This supports currently two
information models for catalogues (Application Profiles) which are the CSW-ISO profile and
the CSW-ebRIM profile providing simple but limited and more advanced cataloguing options
respectively. CSW-ISO supports only two artefacts, Dataset and Service. CSW-ebRIM is able
to catalogue a wider range of artefacts and has an extensible model. There are arguments
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for the use of either or both of these application profiles depending on the requirements and
use cases.
In both cases (and particularly in the case of ebRIM) the need for a DGIWG profile is likely to
be significant if real interoperability is to be achieved between nations.
DGIWG WSTP has developed a profile for the CSW-ISO Application Profile, released in March
2018. This profile requires the catalogued metadata to be compliant to the DGWIG Metadata
Foundation (DMF) or a DMF profile such as the NATO Geospatial Metadata Profile (NGMP,
STANAG 2586).
OGC has finished the work on a CSW version 3.0. Due to a lack of implementations of CSW
3.0 and based on the outcome of the DGIWG CSW questionnaire, WSTP has decided to
provide a profile for CSW 2.0.2.
CSW is a DGIWG Core Service. The DGIWG recommendation is ready for validation and
experimentation implementation.
For further details refer to Annex B, Table B9, Table B10 and Table B11.
5.1.1.8. Web Processing Service (WPS)
The OpenGIS Web Processing Service (WPS) Interface standard provides rules for
standardizing how inputs and outputs may be handled for geospatial processing services,
such as calculation of a buffer around a line or polygon. The standard also defines how a client
can request the execution of a process, and how the output from the process is handled. It
defines an interface that facilitates the publishing of geospatial processes and clients’
discovery of and binding to those processes. The data required by the WPS can be stored at
the server or sent from the client.
The OGC has defined two Web Processing Service implementation specifications for webbased processing of geospatial data. Web Processing Service 1.0 and OGC WPS 2.0
Interface Standard.
WPS 2.0 is a continuation of WPS 1.0. It incorporates a range of change requests that have
been submitted since the release of WPS 1.0 and further follows the OGC standard for
modular specifications [OGC 08-131r3]. In contrast to the prior version, WPS 2.0 provides a
core conceptual model that may be used to specify a WPS in different architectures such as
REST or SOAP.
DGIWG is currently working on a WPS 2.0 profile for various relevant processes.
WPS is a DGIWG Supporting Service. The DGIWG recommendation is ready for validation
and experimentation.
For further details refer to Annex B, Table B12 and Table B13.
5.1.2.

Encoding Formats and Containers

It is not the intent of this document to make any recommendations as to which format to use,
but merely to provide an overview of formats which are commonly used in a web service
context.
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5.1.2.1. Geography Markup language (GML)
Geography Markup Language is an XML grammar written in XML Schema for the description
of application schemas as well as the transport and storage of geographic information.
The aim of GML is to provide a standardized encoding (i.e. a standardized implementation in
XML) of types specified in the conceptual models specified by the International Standards for
Geographic Information provided by ISO/TC211. If every application schema was encoded
independently and the encoding process included the types from, for example, ISO 19108,
then, without unambiguous and completely fixed encoding rules, the XML encodings would be
different. Also, since every implementation platform has specific strengths and weaknesses,
it is helpful to standardize XML encodings for core geographic information concepts modelled
in the ISO 19100 series of international standards and commonly used in application schemas.
Geography Markup Language version 3.1.1 is the required exchange format for Web Feature
Version 1.1.
Geography Markup Language version 3.2.1, published by ISO as ISO 19136:2007, is the
required exchange format for Web Feature Version 2.0.2.
Geography Markup Language version 3.3 builds on GML 3.2.1 and extends it with additional
schema components and requirements.
The DGIWG DGIF project create GML 3.2.1 application schemas for DGIF data. The
ShapeChange tool (http://shapechange.net/) is used to convert the DGIF UML schemas to
GML.
For further details refer to Annex B, Table B14.
5.1.2.2. KML
KML is an XML grammar used to encode and transport representations of geographic data for
display in an earth browser, such as a 3D virtual globe, 2D web browser application, or 2D
mobile application.
KML has been submitted by Google to OGC and became OGC standard as KML 2.2. This
standard has already been revised and KML 2.3 has been published in 2015.
In the KML revision process DGIWG provided comments based on an internal technical report
to satisfy common military overlay use cases for e.g. line styles, fill styles and technical
graphics. These requirements can now be supported to a certain extent by the extension
mechanism introduced in KML 2.3.
KML Application Profile(s) that support(s) extensions for symbology encoding, symbol
graphics and regular polygon geometry for certain symbol sets (e.g. MIL-STD-2525) need to
be agreed on and supported by KML clients.
For further details refer to Annex B, Table B15.
5.1.2.3. JavaScript Object Notation (JSON)
The JavaScript Object Notation (JSON) is an open standard format that uses human-readable
text to transmit data objects consisting of key value pairs. It is used primarily to transmit data
between a server and web application, as an alternative to XML.
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Although originally derived from the JavaScript scripting language (Standard ECMA-262 3rd
Edition - December 1999), JSON is a language-independent data format, and code for parsing
and generating JSON data is readily available in a large variety of programming languages.
JSON can represent four primitive types (strings, numbers, booleans and null) and two
structured types (objects and arrays). An object is an unordered collection of zero or more
value pairs and an array is an ordered sequence of zero or more values. The terms "object"
and "array" come from the conventions of JavaScript.
An advantage of JSON over XML is that it is a more lightweight format as it does not have the
XML overhead of e.g. start- and end-tags. The disadvantage of JSON is clearly the missing
schema representation of XML as a Markup language.
JSON is an alternative to XML where there are no requirements for sophisticated schemas or
specific data types.
For further details refer to Annex B, Table B16.
5.1.2.4. JSON Geometry and Feature Description (GeoJSON)
GeoJSON is an open standard format for encoding collections of simple geographical features
along with their non-spatial attributes using JSON.
GeoJSON supports the following geometry types: Point, LineString, Polygon, MultiPoint,
MultiLineString, MultiPolygon, and GeometryCollection. Features in GeoJSON contain a
geometry object and additional properties, and a feature collection represents a list of features.
GeoJSON features do not only represent entities of the physical world. GeoJSON can further
be used for mobile routing and navigation app. It is also possible to describe a service
coverage using GeoJSON.
GeoJSON offers an efficient method to parse data in a browser, i.e. it can be faster to deliver
and parse WFS as GeoJSON compared to GML.
The GeoJSON format differs from other GIS standards in that it is maintained by a working
group of developers instead of a formal standards organization.
For further details refer to Annex B, Table B17.
5.1.2.5. GeoPackage
A GeoPackage is an open, standards-based, platform-independent, portable, self-describing,
compact format for transferring geospatial information. OGC GeoPackage provides a flexible,
interoperable solution for providing geospatial content that can be exchanged and shared
across different applications, web services and devices such as mobile. GeoPackage currently
allows users to store, view, edit and update feature data, tiled imagery and raster maps. It
supports standard zoom levels defined for various coordinate reference systems that allow a
user to zoom in and out across multiple scales and resolution data, similar to Google maps.
Also, GeoPackage enables users to include maps and images in an open format.


A GeoPackage file is a single SQLite container for the storage, dissemination and direct-use on
a variety of computing platforms. The GeoPackage Encoding Standard describes a set of
conventions for storing the following within a SQLite database:vector features



tile matrix sets of imagery and raster maps at various scales
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attributes (non-spatial data)



extensions mechanism for adding functionality

The GeoPackage Encoding Standard governs the rules and requirements of content stored in
a GeoPackage container. The GeoPackage standard defines the schema for a GeoPackage,
including table definitions, integrity assertions, format limitations, and content constraints. The
required and supported content of a GeoPackage is entirely defined in the standard. These
capabilities are built on a common base with an extension mechanism to provide implementers
a way to add functionality to their GeoPackages. Currently, an extension for gridded coverage
data has been approved, an extension for related tables is pending approval, and an extension
for tiled feature data is in development.
Since a GeoPackage is a database container, it supports direct use. This means that the data
in a GeoPackage can be accessed and updated in a "native" storage format without
intermediate format translations. GeoPackages that comply with the requirements in the
standard, without vendor-specific extensions, are interoperable across all enterprise and
personal computing environments. GeoPackages are particularly useful on mobile devices
such as cell phones and tablets in communications environments where there is limited
connectivity and bandwidth.
GeoPackage provides a light-weight interoperable solution for use cases facing many defence
users, that being the ability to load data on to a handheld device for use in situations where
continuous connection to a web service is impractical due to limited bandwidth, radio silence
/ covertness, or potential denial of RF communications. To improve the exchange of
compatible and interoperable GeoPackages, DGIWG is developing a GeoPackage profile to
standardize key parameters to include Coordinate Reference Systems, tile size, tile matrix
and scale structures, and metadata.
For further details refer to Annex B, Table B18.
5.1.2.6. ESRI Shapefile
ESRI shapefile is an often used de facto standard for storing vector data. The encoding is
defined in the document “ESRI Shapefile Technical Description”,
http://www.esri.com/library/whitepapers/pdfs/shapefile.pdf
While the term "shapefile" is quite common, a "shapefile" is actually a set of several files.
Three individual files are mandatory to store the core data that comprise a shapefile: .shp,
.shx, and .dbf. The actual shapefile relates specifically to .shp files but alone is incomplete for
distribution, as the other supporting files are required.
Informal extensions to the Shapefile standard makes it possible to store 3D geometries, as
well as to associate coordinate reference system information to the file.
For further details refer to Annex B, Table B19.
5.1.2.7.

OWS Context (OWC)

One key element to efficiently handling any emergency or operation is a common "situational
awareness". The ability to share the same common operational picture between all
respondents is critical. The OGC answer to address this paradigm is the OWS Context
specification. In a crisis, when time is of the essence, an emergency responder, a soldier or a
geospatial analyst can create a view of the situation by pulling together feature data, map data
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and imagery data. This data can be supplemented with text or graphics to point out areas of
interest. All of this can be captured in an OWS Context document in order to share a common
assessment of a situation with others setting the framework from which all operations will then
have a common understanding.
The OGC OWS (OGC Web Services) Context Conceptual Model describes the use cases,
requirements and conceptual data model of an OWS Context Document. An OWS context
document defines a fully configured set of OGC services that can be consistently shared,
interpreted and invoked by clients. This standard model for an OWS Context Document is a
core model that can be extended and encoded as defined in extensions to the standard, such
as the published ATOM and GeoJSON encodings.
The OGC Web Services Context Document (OWS Context) was created to allow a set of
configured information resources (service set) to be passed between applications primarily as
a collection of services. OWS Context is developed to support in-line content as well. The goal
is to support use cases such as the distribution of search results, the exchange of a set of
resources such as OGC Web Feature Service, Web Map Service, Web Coverage Service,
Web Map Tile Service (WMTS) and others in a ‘common operating picture’. Additionally OWS
Context can deliver a set of configured processing services (Web Processing Service (WPS))
parameters to allow the processing to be reproduced on different nodes.
Future DGIWG Use Cases for OWS Context may include:
1. Exchange of a common view or common operating picture for shared situational
awareness.
2. Exchange of discovery results from various catalogue searches, to avoid duplication of
effort.
3. Exchange of configuration and/or results of an analysis or processing activity
More details can be found in OGC 16-053 Testbed 12: OWS Context JSON, JSON-LD and
HTML5 Engineering Report and OGC 16-080 Testbed-12 OWS Context User Guide.
5.1.3.

Service Bindings

5.1.3.1. Keyword Value Pair (KVP)
A name–value pair, key–value pair, field–value pair or attribute–value pair is a fundamental
data representation in computing systems and applications. Designers often desire an openended data structure that allows for developing future extensions without modifying existing
code or data. In such situations, all or part of the data model may be expressed as a collection
of tuples <attribute name, value>; each element is an attribute–value pair. Depending on the
particular application and the implementation chosen by programmers, attribute names may
or may not be unique.
An example of a GetCapabilities request message encoded using KVP is:
http://hostname:port/path?SERVICE=WCS&REQUEST=GetCapabilities&ACCEPTVERSIO
NS=1.0.0 0.8.3& =Contents&UPDATESEQUENCE=XYZ123&
ACCEPTFORMATS=text/xml&ACCEPTLANGUAGES=en-CA fr-C
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In this example the keys and values are:
KEY

Value

SERVICE

WCS

REQUEST

GetCapablilities

ACCEPTVERSIONS

1.0.0 0.8.3

SECTIONS

Contents

UPDATESEQUENCE

XYZ123

ACCEPTFORMATS

text/xml

ACCEPTLANGUAGES en-CA fr-CA

5.1.3.2. HTTP POST and GET request methods
POST is one of many request methods supported by the HTTP protocol. The POST request
method is designed to request that a web server accept the data enclosed in the request
message's body for storage. It is often used when uploading a file or submitting a completed
web form.
In contrast, the HTTP GET request method is designed to retrieve information from the server.
As part of a HTTP GET request, some data can be passed within the URI's query string,
specifying for example search terms, date ranges, or other information that defines the query.
The format of the query string is KVP encoded. As part of a HTTP POST request, an arbitrary
amount of data of any type can be sent to the server in a request message body. A header
field in the HTTP POST request usually indicates the message body's Internet media type.
5.1.3.3.

SOAP

SOAP, originally defined as Simple Object Access Protocol, is a protocol specification for
exchanging structured information in the implementation of Web Services in computer
networks. It relies on XML for its message format, and usually relies on other Application Layer
protocols, most notably Hypertext Transfer Protocol (HTTP) or Simple Mail Transfer Protocol
(SMTP), for message negotiation and transmission.
SOAP based web services commonly use Web Service Description Language (WSDL) to
describe the service interface.
The use of SOAP with OGC web services was investigated in OGC Testbed-12, resulting in
the document OGC 16-138, SOAP User Guide Engineering Report.
5.1.4.

REST

Representational State Transfer (REST) offers a clean, simple and easy-to-understand
method of discovering, accessing and updating geospatial information. There is no special
software to install. A web browser, a web application or a mobile app can be used to access
the service directly - using standard HTTP methods (e.g. GET, PUT, POST, DELETE).
Emerging OGC approaches to implementations of REST focus on web uses (i.e. HTTP) which
OGC breaks down into four levels derived for the Richardson Maturity Model (RMM).
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The four Levels progress from Services (Level 0) to a focus on geospatial Resources (Level
1), HTTP Verbs (Level 2) and linking Resources (Level 3). A simplified representation of this
Services → Resources → Associations progression is presented in the graphic below. The
Levels aren’t discrete and exclusive but build upon each other to help geospatial
interoperability.

Figure 2 REST Levels

At Level 0 the focus is on making requests to services using HTTP as a transport system for
remote interactions. Level 0 represents the current state of many OGC Web Services.
At Level 1 an enterprise identifies geospatial Resources and make requests to the Resources.
A geospatial Resource is geospatial information that can be identified by a URL. Since REST
is Resource oriented and the standard OGC web architecture is service oriented some
adaptation is required and OGC is developing REST bindings that reuse OGC Web Services
functions where possible but update things to work in a restful manner.
At Level 2, a geospatial enterprise may begin using the HTTP ‘verbs’ the same way they are
used in HTTP itself, relying on established methods like GET, POST, PUT, and DELETE which
improves implementation by API developers and client applications.
Level 3 focuses on hypermedia and Associations to build links between related open
geospatial Resources. Hypermedia links may be used to link metadata to different information
models or schemas or to link a Map Resource to the satellite image data that it comes from.
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6. Technology considerations
6.1.

Existing

Among existing technologies there are some areas of specific importance for WSTP. Those
are Service Metadata and security Mechanisms. Both are described in more detail in annex
C under the headlines service Metadata and Security respectively.

6.2.

Emerging

There are a number of emerging technologies of potential interest to DGIWG/WSTP. Those
are described in more detail in annex C under the headline emerging technologies. The
following list contains examples of emerging technologies that could be of potential interest
to WSTP:
 Cloud computing


GeoRSS



Sensor related standards (e.g. sensor web enablement)



Publish/Subscribe Interfaces



Vector tiling



3D services



Linked data



Standardized exchange of simulation data



WFS 3.0



OpenAPI
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7. Geospatial Capabilities - future state
7.1.
7.1.1.

Target objectives
High level

The standards and profiles developed by DGIWG/WSTP aim at supporting a number of
strategic interoperability objectives or capabilities of which the most important are:









7.2.

Support Interoperability:
o for coalition forces for instance by implementations of the NATO concept of
Federated Mission Networking (FMN).
o between civil and defense communities for example by supporting Civil-Military
Co-operation (CIMIC).
o between the geo community and other domains such as Hydro, METOC,
simulation, aeronautical etc.
Support the Common Operational Picture (COP) by providing standardized web
services for background maps (e.g. WMS), for mission planning and situational
awareness.
There are also a number of supporting activities such as:Tracking utilization of DGIWG
web services standards among the DGIWG participating nations as well as within
commercial products. Collect and assess utilization of web service standards and
profiles
Develop tests and guidance to support standards and ensuring their fit for purpose.
In accordance with the DGIWG directives DGIWG 905.
Develop a DGIWG web services standard certification. This topic has to be further
discussed between OGC and DGIWG.Geospatial services

Geospatial Services

Emerging standards relate to technology that has been developed and possibly matured in
the civilian environment and is now starting to emerge in the military environment. These
standards maybe of interest to the DGIWG community and may warrant further investigation
by the requirements group.
7.2.1.

GeoRSS

GeoRSS is simple proposal for geo-enabling, or tagging, "really simple syndication" (RSS)
feeds with location information. GeoRSS proposes a standardized way in which location is
encoded with enough simplicity and descriptive power to satisfy most needs to describe the
location of Web content. GeoRSS may not work for every use, but it should serve as an easyto-use geotagging encoding that is brief and simple with useful defaults but extensible and
upwardly-compatible with more sophisticated encoding standards such as the OGC (Open
Geospatial Consortium) GML (Geography Markup Language).
Currently, there are two implementation proposals:
1 GeoRSS serializations
2: GeoRSS GML and GeoRSS Simple.
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GeoRSS GML is a formal GML Profile, and supports a greater range of features than GeoRSS
Simple, notably coordinate reference systems other than WGS84 latitude/longitude. GeoRSS
is designed for use with Atom 1.0, RSS 2.0 and RSS 1.0, although it can be used just as easily
in non-RSS XML encodings. GeoRSS Simple has greater brevity, but also has limited
extensibility [06-050r3].
7.2.2. Sensor Web Enablement (SWE)
OGC's Sensor Web Enablement (SWE) framework defines a suite of web service interfaces
and communication protocols abstracting from the heterogeneity of sensor (network)
communication.
Within the SWE initiative, the enablement of such sensor webs and networks is being pursued
through the establishment of several encodings for describing sensors and sensor
observations, and through several standard interface definitions for web services. Sensor Web
Enablement standards that have been built and prototyped by members of the OGC include
the following pending OpenGIS® Specifications:
1. Observations & Measurements Schema (O&M) – Standard models and XML Schema
for encoding observations and measurements from a sensor, both archived and real-time.
2. Sensor Model Language (SensorML) – Standard models and XML Schema for
describing sensors systems and processes; provides information needed for discovery of
sensors, location of sensor observations, processing of low-level sensor observations, and
listing of taskable properties.
3. Transducer Markup Language (TransducerML or TML) – The conceptual model and
XML Schema for describing transducers and supporting real-time streaming of data to and
from sensor systems.
4. Sensor Observations Service (SOS) - Standard web service interface for requesting,
filtering, and retrieving observations and sensor system information. This is the intermediary
between a client and an observation repository or near real-time sensor channel.
5. Sensor Planning Service (SPS) – Standard web service interface for requesting userdriven acquisitions and observations. This is the intermediary between a client and a sensor
collection management environment.
6. Sensor Alert Service (SAS) – Standard web service interface for publishing and
subscribing to alerts from sensors.
7. Web Notification Services (WNS) – Standard web service interface for asynchronous
delivery of messages or alerts from SAS and SPS web services and other elements of service
workflows.
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7.2.3. SensorThings API
The OGC SensorThings API (STA) provides an open, geospatially-enabled and unified way
to interconnect the Internet of Things (IoT) devices, data, and applications over the web. STA
provides two main functionalities, each handled by a profile. The Sensing Profile (Part I)
provides functions similar to SOS including a standard way to manage and retrieve
observations and metadata from heterogeneous IoT sensor systems. The Tasking Profile (in
progress) will provide functions similar to SPS including a standard way for parameterizing or
tasking IoT devices, such as sensors or actuators.
STA builds on a rich set of open standards, such as the Web protocols and the SWE
standards, including the O&M data model. That also means it is extensible and can be applied
to not only simple but also complex use cases. The main difference between the SensorThings
API and OGC SOS and SPS is that the STA is designed specifically for the resourceconstrained IoT devices and the Web developers. As a result, STA adopts REST principles,
efficient JSON encoding, and flexible OData protocols and URL conventions.
The OGC SensorThings API offers the following benefits:(1) it permits the proliferation of new
high value services with lower overhead of development and wider reach, (2) it lowers the
risks, time and cost across a full IoT product cycle, and (3) it simplifies the connections
between devices-to-devices and devices-to-applications. Application developers can use STA
to connect to various IoT devices and create innovative applications without worrying the
daunting heterogeneous protocols of the different IoT devices, gateways and services. With
STA, sensors can effortlessly connect with the OGC standard-compliant servers around the
world into a fully connected platform where complex tasks can be synchronized and
performed.
7.2.4. Event Service (PubSub)
The purpose of the OWS PubSub SWG is to define an OGC Implementation Standard that
enables publish/subscribe functionality for all OGC Web Services in a well-defined manner.
PubSub was researched in OGC Testbed-12; details can be found in OGC 16-137, Testbed12 PubSub / Catalogue Engineering Report.
7.2.5. Portrayal Registry Service
A portrayal registry is defined as a collection of indexed pieces of portrayal information, which
acts as a central authority and can be accessed by users – human or software agents – to
retrieve visualization data, enabling the consumers to produce a consistent visualization
across distributed system domains.
The DGIWG Portrayal Service activity has created the DGIWG Portrayal Registry Service
Interface Specification [DGIWG – 118]. The specification would provide a way to access the
content of a DGIWG portrayal registry as illustrated in figure 3 below. The work to create such
a registry has to be further investigated.
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Portrayal Metadata Requests/Response

Browser App or
Thick Client
Application

Client
Layer

GetMap Requests/Returned Map Images
Feature
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Service (FPS)
Symbols + SLD Requests/Results
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Portrayal
Registry
Service

Web Feature
Service (WFS)

Portrayal Registry
Database
(Symbols and Rules)

Integrated
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(SLD-WMS)

Service
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Web Coverage
Service (WCS)

Database

Database
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Figure 3 Interaction between a Portrayal Registry Service and WMS

7.3.

Standardisation initiatives

7.3.1. Civil standards
DGIWG collaborates with standards bodies such as ISO, IHO and OGC, on standards
development.
Use of Civil Standards: DGIWG will adopt or profile ISO base standards to the largest degree
practical. International standards originating from other geospatial communities will be
considered as well, such as those originating from OGC, when no practical ISO standards
exist. In the DGIWG profiling process ISO and OGC standards will be made more concrete
focusing on the requirements of the military community, adding guidelines and examples to
ease implementation, and then made openly available as a DGIWG-branded standard. This
process is similar to a nation adopting an ISO standard and making it a national standard.
7.3.2. Defence standards
7.3.2.1. DGIWG Defence Geospatial Standards Baseline
The DGIWG Defence Geospatial Standards Baseline (DGSB) [DGIWG – 904] provides
DGIWG recommendations on geospatial standards to use in the military community.
The standards, implementation profiles, product specifications, and information guidance cited
in the standards baseline are intended to serve as a primary source of technical guidance for
achieving geospatial interoperability amongst respective defence organizations of
participating nations. Nations are thereby encouraged to use the standards cited in this
document in order to facilitate geospatial interoperability in multi-national exercises or
operations.
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7.3.2.2. NGIF and DGIF
The NATO Geospatial Information Framework (NGIF) is a suite of specifications published by
NATO as STANAG 2592. Its purpose is to ensure interoperability by defining a common
standardized data model for the exchange of data, and ensure “operating off the same” map
by defining standardized products. It is intended to be used at all levels of command (from
strategic through tactical). These specifications are designed to ease the setup of both national
production lines and military user systems.
DGIWG maintains the Defence Geospatial Information Framework (DGIF), which is to be
upheld and published as NGIF.
As NGIF, DGIF consists of several artefacts that define its semantic content. The core artefact
is the information model (DGIM), which ensures that there is a clear, complete, and internallyconsistent DGIF logical geospatial data model that may be used to derive system-specific
implementation models/schemas in a rigorous manner. The DGIM leverages and integrates
geospatial information modelling practices from multiple community models (e.g., MGCP,
AIXM, ENC, AML, and others) whose data are used and exchanged by DGIF component
systems.
Individual items of feature and/or attribute information that are used in the DGIM are specified
by the Defence Geospatial Feature Concept Dictionary (DGFCD). Through the DGFCD the
DGIM draws upon recognized content standards, specifications and profiles from both the
military (e.g., DGIWG) and civilian sectors (e.g., IHO, ICAO/EUROCONTROL, WMO).
Real world phenomena are described in the Defence Geospatial Real World Object Index
(DGRWI) which can be used as an entry point to the DGIM.
Taken together, these three artefacts answer the information exchange questions of “what do
we mean?” and “how do we represent it?”
Additionally, data product specifications (TM50, TM250, Urban Products…) are soon to be
integrated to DGIF.
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8. Program plan
DGIWG Web Services Technical Panel addresses the technical issues related to information
services, interfaces and required formats, including any testing (either performance or
compliance based) activities that relate to these fields to foster the discovery, retrieval,
exchange and use of geospatial data and products. It creates and maintains standards and
implementation profiles which foster data access and exchange of geospatial information and
data in a coalition environment. Where possible, public domain standards based on ISO and
OGC standards will be used or profiled.
Objectives:


Assess and recommend complementary standards as necessary to support the
exchange of Digital Geospatial Information



Review draft service profiles



Test web service implementations



Assess, watch and contribute to development emerging technologies



Promote defence geospatial web services in the Defence and Military communities



Influence and contribute to ISO/TC211 and OGC



Liaise with other standardization bodies (e.g. ISO, OGC, NATO)



Produce and maintain profiles and other support documents



Extend OGC profiles to support defence requirements



Develop OGC ‘Best Practice Document’ for use by the defence community and OGC
as required



Liaise with NATO NCIA NATO Core GIS

Currently WSTP has produced profiles of the following OGC standards, CSW/ISO, WMS,
WFS,WCS and WMTS.
The following sections describe active projects and activities.

8.1.

Project P5: Geospatial Web Services Program

This project will include the following activities:


Maintenance of Web Services Roadmap (this document)
The roadmap will serve as a strategy and planning tool and provide an overview of
current and future state of applicable OGC web services and associated standards
and technologies



Engage user and operational community through the use of questionnaires and
surveys to collect feedback regarding implementations, use cases and validation of
national priorities



Technical assessment along with the summary of user questionnaires and surveys

8.2.

Project P5.03 - GeoPackage

GeoPackage is an OGC standard for encapsulating data for use on a remote device or
disconnected network; enabling the transfer of data to an austere environment This project

25

ENT-DP-10-035r3

09 October 2019

was started in 2015 to address deficiencies in the support of vector data, particularly in terms
of symbolization and multiresolution. Some possible principles for multiresolution and
symbolization have been developed and demonstrated at the DGIWG technical panel
meetings during 2016 and 2017. At the same time NGA has focused on raster tile caching
based on WMTS in the GeoPackage standard. US has developed an NSG-profile of the
GeoPackage standard focusing on those aspects which DGIWG possibly can adopt.
Extension/additional work is ongoing in OGC to enable the synchronization and provision of
data.

8.3.

Project P5.04 - Web Service STANAG support

The first version of STANAG 6523 Geospatial Web Services is currently under development.
The development is supported by DGIWG via this project. The standard covered by the
STANAG will be used to guide the implementation of geospatial web services for NATO’s Core
GIS and other NATO services, e.g. FMN (NATO Federated Mission Networking). The first
version of the STANAG will include the DGIWG profiles of the following OGC standards:


CSW



WMS



WFS



WCS



WMTS

The standard covered by the STANAG will be used to guide the implementation of geospatial
web services for NATO’s Core GIS and other NATO services, e.g. FMN (NATO Federated
Mission Networking)
Future work will include continuous review and development of defence profiles for inclusion
into the STANAG. Feedback from NATO this STANAG will also be used as a basis for update
and maintenance of the DGIWG profiles.

8.4.

Planned project WPS

This upcoming project of profiling the OGC Web Processing Service standard has the
following main goal:Define how a client can request the execution of a process, and how the
output from the process is handled; making it possible to publish, find, and bind to processes
in a standardized and interoperable fashion.

8.5.

Other regular activities

In addition to the above described projects WSTP will also perform the following activities on
a regular basis:


participation and contribution to the standardization process of ISO/TC11 and OGC to
ensure harmonization between these standardization bodies



Perform Web services implementation and testing primarily within the NATO CWIX
Exercise and OGC OWS Testbed.
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The maintenance and review of existing standards and profiles will be done in several ways:


Feedback from NATO



Feedback and new developments from OGC/ISO



Feedback from OGC OWS Testbeds and CWIX Tests

8.6.

Development cycle

The development cycle shown in the figure below outlines the process of standards emerging
from development entering a testing and evaluation phase. These are followed by operational
use case experimentation (for example CWIX) before being considered ready for
implementation and approved as a DGIWG military standard. This cycle may be ‘run’ several
times for a standard before it is superseded by new technology and retired

Generation 3

Generation 2

Generation 1
(Today)

Generation 4

Generation 3

Generation 2
(Next)

Generation 5

Generation 4

Generation 3
(After Next)

Standard Assessment & Requirements

Standard Assessment & Requirements
Validation & Experimentation

Validation & Experimentation
Combat Ready

Ready for Implementation
Fading or Retired

Fading or Retired

Figure 4 Standards development cycle

An example of standards development cycles is the DGIWG WMS 1.3 Profile and systems
requirements for interoperability for use within a military environment.
The DGIWG WMS 1.3 profile initially emerged from the OGC and was seen as a key
requirement for the military community. WSTP worked on this profile to give it a military context
and completed this work in 2009. The profile then went through a period of experimentation
during CWIX 2009. This testing identified several issues with the profile relating to both server
side and client side problems.
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As a result a new project was developed (WMS review) in order to resolve the issues identified
during the experimentation process. Once this project was complete the revised profile was
changed to ready for implementation status.
The figure on next page shows the state in the standards development cycle for the DGIWG
Core Standards discussed in this document.

Standard
Assessment &
Requirements

Ready for
Implementation

Validation &
Experimentation

Fading or
Retired

Figure 5 Assumed development cycle for the DGIWG Core Web Services
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9. Dependencies
The successful use of web service standards in a military environment requires not only
profiling work by the DGIWG WSTP team but also validation and experimentation.
It is therefore important that DGIWG nations commit resources to civil and military
interoperability exercises such as NATO CWIX and OGC testbed activities, and that the results
of such tests are provided to DGIWG WSTP for use in the profile work.
To be able to develop useful standard profiles of web services for the military community
DGIWG is also dependent on the existence of relevant base standards (from OGC or ISO)
covering all important military use cases.
Sometimes such base standards do either not exist at all, or the existing standard is
incomplete in some important aspect, i.e. support for standardized symbology for vector data
in OGC GeoPackage 1.1.
WSTP is also dependent on the other DGIWG technical panels such as the metadata TP and
portrayal TP.

9.1.

NATO STANAG 6523

A standardization process of geospatial web services has been started by NATO/JGSWG in
March 2016. “The standard covered by this STANAG will be initially used to guide the
implementation of geospatial web services for NATO’s Core GIS and other NATO services
(FMN for example). However, it may be applied to all systems which produce or warehouse
geospatial information.”
Edition 1 of STANAG 6523 will heavily rely on DGIWG Web Services profiles for CSW, WMS,
WMTS, WFS and WCS. Final draft 2 was submitted for ratification in January 2019.
Edition 2 will also standardize profiles for WPS, Gazetteer and Portrayal services.

Figure 6 Timeline for development of STANAG 6523
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During the process of Edition 1, NATO/NCIA has made comments on the already existing
DGIWG WMS and WFS profiles. These two profiles are then being revised to take comments
into account with a general aim of limiting requirements to support MMR (Minimum Military
Requirements).

9.2.

OGC Compliance Program

The OGC Compliance Program, run by the OGC Compliance Interoperability & Testing
Evaluation (CITE) subcommittee, provides an online free testing facility and a process for
certification and branding of compliant products.
Currently beta version compliance tests for the DGIWG WMS and WFS profiles are available
for testing at the OGC Beta Testing Web Site, http://cite.opengeospatial.org/te2/.
Further information is available in the following OGC documents:
OGC 16-076, Testbed 12: CITE User Guide – Profiles
OGC 16-075, Testbed 12: TEAM Engine Virtualization User Guide
OGC 16-025r1, Testbed-12 WFS 2.0 CITE and Reference Implementation Installation
Engineering Report

9.3.

Federated Mission Networking (FMN)

FMN is the interaction of people, processes and technology to exchange information and/or
services among federated mission participants including but not limited to the use of a set of
interconnected autonomous computer networks for the conduct of coalition operations and
exercises.
The development of FMN is based on an incremental approach to evolve the maturity of the
FMN Framework. Each development increment is referred to as an "FMN Spiral". FMN Spiral
Specification Roadmap and FMN Spiral Specifications will provide the necessary direction and
guidance for FMN Affiliates to develop capabilities that are interoperable and can be federated
in support of any foreseeable operational scenario.
FMN Service Instructions for Geospatial Information, being part of the FMN Spiral
Specifications list STANAG 6523 as implementation guidance and therefore reference the
DGIWG web service profiles.
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Annex A
(Informative)
Summary of activities

Standardisation activity

Action1

Description

Status

Identifier

Name

Date

DGIWG 125

Defence Profile of OGC Catalogue Service
for the Web 2.0

2018-03-01

5

This standard defines a military implementation
profile for the OpenGIS Catalogue Services
specification 2.0.2 with the ISO 19115/19119
Metadata Application Profile.

Closed

DGIWG 119

Defence Profile of OGC Web Coverage
Service 2.0

2017-11-28

5

This document specifies a core set of requirements
that a DGIWG WCS Geo Profile implementation must
fulfil.

Closed

DGIWG 122

Defence Profile of OGC Web Feature Service
2.0

2017-11-28

5

This
document
provides
recommended
implementation profiles for the ISO 19142:2010 Web
Feature Service / Open Geospatial Consortium Web
Feature Service Interface Standard (WFS) 2.0 – With
Corrigendum.

Closed

DGIWG 112

Defence Profile of OGC Web Map Service 1.3
Revision

2017-11-28

5

This document defines specific Defence requirements
for a WMS, and provides recommendations and
guidelines for implementations of the ISO
19128:2005 Web Map Server Interface and the
OpenGIS
Web
Map
Server
Implementation
Specification 1.3.0.

Closed

DGIWG 124

Defence Profile of OGC Web Map Tile
Service 1.0

5

This document defines specific DGIWG requirements,
recommendations
and
guidelines
for
implementations of a Web Map Tile Service (WMTS)

Closed

2017-10-17

Action is 1) assess, 2) develop, 3) modify, 4) test and evaluate, 5) combat ready, 6) fade, 7) cancel (retire)
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Action1

Standardisation activity

Description

Status

based on the Open Geospatial Consortium (OGC)
OpenGIS® Web Map Tile Service Implementation
Standard version 1.0.0.
DGIWG 306

DGIWG Service Architecture

STANAG 6523

2008-11-05

3

This document is a reference model for geospatial
service oriented architectures ensuring a common
vision of components and their interactions.

Closed

Web services STANAG support

4

Provide technical content for Geospatial
Services STANAG 6523

Web

Open

GeoPackage profile/future version

2

GeoPackage is an OGC standard for encapsulating
data for use of a remote device or disconnected
network; enabling the transfer of data to an austere
environment This project started in 2015 when it was
identified by DGIWG that the current version 1.0 of
standard didn´t have the desired support for vector
data particularly in terms of symbolization and
multiresolution

Open

Military profile of the OGC Web Processing
Service standard (WPS)

2

The OGC Web Processing Service (WPS) Interface
provides rules for standardizing inputs and outputs
for geospatial processing services. An assessment of
required processes is necessary to determine how
such services can be utilized in a military
environment.

Open

2

Action is 1) assess, 2) develop, 3) modify, 4) test and evaluate, 5) combat ready, 6) fade, 7) cancel (retire)
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Annex B
(Informative)
Activity details
B1. Web Services
Table B1 Web Map Service 1.3

Base Standard
Service Name

OpenGIS Web Map Service Implementation Specification

Abbreviated Name

WMS

Version

1.3

Organization

OGC

DGIWG Recommendation

Ready for Implementation

Service Description

The OpenGIS® Web Map Service Interface Standard (WMS) provides
a simple HTTP interface for requesting geo-registered map images
from one or more distributed geospatial databases. A WMS request
defines the geographic layer(s) and area of interest to be processed.
The response to the request is one or more geo-registered map
images (returned as JPEG, PNG, etc.) that can be displayed in a
browser or other client applications. The interface also supports the
ability to specify whether the returned images should be transparent
so that layers from multiple servers can be combined or not.
NOTE: WMS 1.3 and ISO 19128 are the same documents.

Capability
Start Date: Standard
Assessment &
Requirements

2006 (initial version)

Start Date: Validation &
Experimentation

2009

2012 (updated version)

Validation &
Experimentation Results
Start Date: Ready for
Implementation

2014

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

2017 (revised DGIWG profile, part of STANAG 6523)

Implementation
Guidance
DGIWG Profile

DGIWG Web Map Service 1.3 Profile - Revision 3.0

Additional guidance

OGC 05-078r4: OpenGIS Styled Layer Descriptor Profile of the Web
Map Service Implementation Specification (1.1)
OGC 05-077r4: OpenGIS Symbology Encoding Implementation
Specification (1.1.0)
NGA.IP.0009_2.0 National System for Geospatial-Intelligence (NSG)
Web Map Service Implementation Profile
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Table B2 SLD-WMS 1.1.0

Base Standard
Service Name

Styled Layer Descriptor profile of the Web Map Service
Implementation Specification

Abbreviated Name

SLD WMS

Version

1.1.0

Organization

OGC

DGIWG Recommendation

Ready for Validation and Experimentation

Service Description

The standard can be used to symbolize feature/coverage data from
any WFS to which it is directed and GML data that is provided inline.
Component servers using feature data are also called Feature
Portrayal Service (FPS).
It can also be used to symbolize coverage data from any WCS.
Component servers using coverage data are called Coverage
Portrayal Service (CPS).

Capability
Start Date: Standard
Assessment &
Requirements

2014

Start Date: Validation &

2015

Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

2017

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile

NA

Additional guidance

NA

Dependencies

OGC 06-042: Web Map Server version 1.3
OGC 04-095: Filter Encoding version 1.1
OGC 05-077r4: Symbology Encoding Implementation Specification,
version 1.1.0
DGIWG Portrayal Registry Service (not yet operational)
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Table B3 Web Map Tile Service 1.0.0

Base Standard
Service Name

OpenGIS Web Map Tile Service Implementation Specification

Abbreviated Name

WMTS

Version

1.0.0

Organization

OGC

DGIWG Recommendation

Ready for Implementation

Service Description

The Web Map Tile Service (WMTS) Implementation Standard
provides a standard based solution to serve digital maps using
predefined image tiles. The service advertises the tiles it has available
through a standardized declaration in the ServiceMetadata document
common to all OGC web services. A WMTS enabled server
application can serve map tiles of spatially referenced data using tile
images with predefined content, extent, and resolution.

Capability
Start Date: Standard
Assessment &
Requirements

N/A

Start Date: Validation &

N/A

Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

2019

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile

Defence Profile of OGC Web Map Tile Service 1.0

Additional guidance

OGC 13-082r2: Web Map Tile Service (WMTS) Simple Profile
OGC 16-049 Testbed 12 Multi-Tile Retrieval Engineering Report
OGC 16-042 Testbed 12 WMS/WMTS Enhanced Engineering
Report

Dependencies

OGC 06-121r3: OpenGIS Web Services Common Specification,
version 1.1.0

35

ENT-DP-10-035r3

09 October 2019

Table B4 Web Feature Service 2.0 Interface Standard

Base Standard
Service Name

OpenGIS Web Feature Service

Abbreviated Name

WFS

Version

2.0.2

Organization

OGC

DGIWG Recommendation

Ready for Implementation

Service Description

The WFS Standard specifies the behaviour of a service that provides
transactions on and access to geographic features in a manner
independent of the underlying data store. It specifies discovery
operations, query operations, locking operations, transaction
operations and operations to manage stored parameterized query
expressions.
Discovery operations allow the service to be interrogated to determine
its capabilities and to retrieve the application schema that defines the
feature types that the service offers.
Query operations allow features or values of feature properties to be
retrieved from the underlying data store based upon constraints,
defined by the client, on feature properties.
Locking operations allow exclusive access to features for the purpose
of modifying or deleting features.
Transaction operations allow features to be created, changed,
replaced and deleted from the underlying data store.
Stored query operations allow clients to create, drop, list and
described parameterized query expressions that are stored by the
server and can be repeatedly invoked using different parameter
values.
The last three operations are only available on Transactional WFS
(WFS-T) servers.

Capability
Start Date: Standard
Assessment &
Requirements

2010

Start Date: Validation &

2013

Experimentation
Validation &

OGC OWS-10 Profiles Interoperability document.

Experimentation Results
Start Date: Ready for
Implementation

2015

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

WFS 1.1

2017 (revised DGIWG profile 122, part of STANAG 6523)

Implementation
Guidance
DGIWG Profile

Defence Profile of OGC Web Feature Service 2.0
DGIWG has defined two WFS 2.0 profiles: One for Basic WFS
responding to basic requirements such as access to vector data and
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one for Transactional WFS allowing both access and update of
vector data.
The DGIWG WFS 2.0 profiles have been adopted as an OGC Best
Practice Paper.
Additional guidance

ISO TC 211 and OGC WFS SWG have started working on version
3.0 of WFS https://github.com/opengeospatial/WFS_FES
OGC 16-044 Testbed 12 – Web Feature Service Synchronization
Engineering Report
OGC 16-025r1 Testbed-12 WFS 2.0 CITE and Reference
Implementation Installation Engineering Report
OGC 16-055 Testbed 12 Compression Techniques Engineering
Report

Dependencies

OGC 06-121r3: OGC Web Services Common Specification 1.1
ISO 19143:2010: Geographic information — Filter Encoding 2.0
ISO 19136:2007: Geographic information — Geography Markup
Language (GML)
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Table B5 Gazetteer Service 1.0

Base Standard
Service Name

OpenGIS Gazetteer Service Implementation Specification (11-122r1)

Abbreviated Name

WFS-G

Version

1.0.0

Organization

OGC

DGIWG Recommendation

Ready for Implementation

Service Description

This application profile from OGC defines a Gazetteer Service profile
of the OGC Web Feature Service Standard. The OGC Gazetteer
Service allows a client to search and retrieve elements of a
georeferenced vocabulary of well-known place-names. This profile
extends the WFS interface in a way that a client is able to – Determine
if a WFS implementation is acting as a Gazetteer Service. – Query the
Gazetteer Service in order to retrieve place-name features without
closer examination of the feature type definitions – Access metadata
about the gazetteer(s) provided by the service – Update place-name
features using WFS transactions – Fetch place-name features that
have Parent-Child relationships and then follow those links

Capability
Start Date: Standard
Assessment &
Requirements

2014

Start Date: Validation &

2016

Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

2018

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile

NA

Additional guidance
Dependencies
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Table B6 Web Coverage Service 2.0 Interface Standard

Base Standard
Service Name

Web Coverage Service – Core

Abbreviated Name

WCS

Version

2.0.1

Organization

OGC

DGIWG Recommendation

Ready for Validation and Experimentation

Service Description

The OGC Web Coverage Service (WCS) supports electronic retrieval
of geospatial data as "coverages" – that is, digital geospatial
information representing space/time-varying phenomena.
The WCS core document specifies; every implementation of a WCS
shall adhere to this standard. This standard defines only basic
requirements. Defined extensions to the core will meet additional
requirements, such as the response encoding. Indeed, additional
extensions are required in order to completely specify a WCS for
implementation.

Capability
Start Date: Standard
Assessment &
Requirements

2010

Start Date: Validation &

2014

Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

2016

Start Date: Fading or
Retired

NA

Superseded by

WCS 2.1

Supersedes

WCS 1.0

Implementation
Guidance
DGIWG Profile

DGIWG – 119 Defence Profile of OGC’s Web Coverage Service 2.0
WCS METOC profile is in progress

Additional guidance

OGC 09-153r1: OGC Web Coverage Service 2.0 Primer: Core and
Extensions Overview

Dependencies

OGC® 09-110r4 WCS 2.0 Interface Standard - Core, version 2.0.1
OGC® 13-057r1 Web Coverage Service Interface Standard –
Transaction Extension
OGC® 12-040 WCS Interface Standard - Range Subsetting
Extension, version 1.0.0
OGC® 12-039 WCS Interface Standard - Scaling Extension, version
1.0.0
OGC® 11-053r1 WCS Interface Standard – CRS Extension, version
1.0.0
OGC® 12-049 WCS Interface Standard - Interpolation Extension,
version 1.0.0
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OGC® 08-059r4 WCS Interface Standard - Processing Extension,
version 2.0.0
OGC® 09-147r3 WCS Interface Standard - KVP Protocol Binding
Extension, version 1.0
OGC® 09-148r1 WCS - XML/POST Protocol Binding Extension,
version 1.0.0
OGC® 09-149r1 Web Coverage Service 2.0 Interface Standard XML/SOAP Protocol Binding Extension, version 1.0.0
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Table B7 Catalogue Service for the Web

Base Standard
Service Name

Catalogue Service for the Web

Abbreviated Name

CSW

Version

2.0.2

Organization

OGC

DGIWG Recommendation

Ready for Validation and Experimentation

Service Description

CSW specifies the interfaces between clients and catalogue services,
through the presentation of abstract and implementation-specific
models. Catalogue services support the ability to publish and search
collections of descriptive information (metadata) for data, services,
and related information objects. Metadata in catalogues represent
resource characteristics that can be queried and presented for
evaluation and further processing by both humans and software.
Catalogue services are required to support the discovery and binding
to registered information resources within an information community.

Capability
Start Date: Standard
Assessment &
Requirements

2013

Start Date: Validation &

2015

Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

2018

Start Date: Fading or
Retired

NA

Superseded by

WCS 3.0

Supersedes

NA

Implementation
Guidance
DGIWG Profile

DGIWG 125 : Defence Profile of OGC’s Catalogue Service for the
Web 2.0

Additional guidance

OGC 07-006r1: OpenGIS Catalogue Service Implementation
Specification (2.0.2)

Dependencies
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Table B8 ISO Metadata Application Profile of CSW

Standards Profile
Service Name

CSW ISO Application Profile

Abbreviated Name

CSW

Version

2.0.2

Organization

OGC

DGIWG Recommendation

Ready for Validation and Experimentation

Service Description

CSW specifies the interfaces between clients and catalogue services,
through the presentation of abstract and implementation-specific
models. Catalogue services support the ability to publish and search
collections of descriptive information (metadata) for data, services,
and related information objects. Metadata in catalogues represent
resource characteristics that can be queried and presented for
evaluation and further processing by both humans and software.
Catalogue services are required to support the discovery and binding
to registered information resources within an information community.

Capability
Start Date: Standard
Assessment &
Requirements

2013

Start Date: Validation &

2015

Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

2018

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile

DGIWG 125 : Defence Profile of OGC’s Catalogue Service for the
Web 2.0

Additional guidance

OGC 07-045: OpenGIS Catalogue Services Specification 2.0.2 - ISO
Metadata Application Profile (1.0.0)
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Table B9 ebRIM Application Profile of CSW

Standards Profile
Service Name

CSW-ebRIM Registry Service

Abbreviated Name

CSW-ebRIM

Version

1.0.1

Organization

OGC

DGIWG Recommendation

Ready for Validation and Experimentation

Service Description

The CSW-ebRIM Registry Service is a profile of the CSW part (Clause
10) of the OpenGIS® Catalogue Service Implementation Specification
(v2.0.2, OGC-07-006r1). It applies the CSW interfaces to the OASIS
ebXML registry information model (ebRIM 3.0) so as to provide a
general and flexible web-based registry service that enables users —
human or software agents — to locate, access, and make use of
resources in an open, distributed system; it provides facilities for
retrieving, storing, and managing many kinds of resource descriptions.
An extension mechanism permits registry content to be tailored for
more specialized application domains.

Capability
Start Date: Standard
Assessment &
Requirements

2013

Start Date: Validation &

2015

Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

2018

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile

NA

Additional guidance

OGC 07-038: OGC Cataloguing of ISO Metadata (CIM) using the
ebRIM profile of CS-W (0.1.7)

Dependencies

OGC 07-144r4: CSW-ebRIM Registry Service – Part 2: Basic
extension package (1.0.1)
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Table B10 Web Processing Service

Supporting Standard
Service Name

Web Processing Service

Abbreviated Name

WPS

Version

1.0.0

Organization

OGC

DGIWG Recommendation

Ready for Validation and Experimentation

Service Description

The OpenGIS® Web Processing Service (WPS) Interface Standard
provides rules for standardizing how inputs and outputs (requests and
responses) for geospatial processing services. The standard also
defines how a client can request the execution of a process, and how
the output from the process is handled. It defines an interface that
facilitates the publishing of geospatial processes and clients’
discovery of and binding to those processes. The data required by the
WPS can be delivered across a network or they can be available at
the server.

Capability
Start Date: Standard
Assessment &
Requirements

2016

Start Date: Validation &

2018

Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

2020

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile

NA

Additional guidance

OGC 08-091r6: Corrigendum for OpenGIS Implementation Standard
Web Processing Service (WPS) 1.0.0 (0.0.8)
OGC 16-041 Testbed-12 WPS ISO Data Quality Service Profile
Engineering Report
OGC 16-022 Testbed-12 WPS Conflation Service Profile
Engineering Report
OGC 16-021r1 Testbed-12 Low Bandwidth & Generalization
Engineering Report
OGC 16-023r2 Testbed-12 Implementing Asynchronous Service
Response Engineering Report

Dependencies

WCPS
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Table B11 Web Coverage Processing Service

Supporting Standard
Service Name

Web Coverage Processing Service

Abbreviated Name

WCPS

Version

1.0.0

Organization

OGC

DGIWG Recommendation

Ready for Validation and Experimentation

Service Description

The OpenGIS Web Coverage Processing Service (WCPS) Interface
Standard defines a protocol-independent language for the extraction,
processing, and analysis of multi-dimensional gridded coverages
representing sensor, image, or statistics data.

Capability
Start Date: Standard
Assessment &
Requirements

2014

Start Date: Validation &
Experimentation

2015

Validation &
Experimentation Results
Start Date: Ready for
Implementation

2019

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile

NA

Additional guidance
Dependencies

WPS
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B2. Encoding Standards
Table B12 OGC GML encoding

Encoding Standard
Encoding Name

Geography Markup Language

Abbreviated Name

GML

Version

3.3 (2.1.2, 3.1.1, 3.2.1)

Organization

OGC and ISO (GML 3.2.1)

Usage in services

- WFS 1.1 shall use at least GML 3.1.1
- WFS 2.0 shall use at least GML 3.2.1
- CityGML 1.0.0 and CityGML 2.0 are GML 3.1.1 application
schemas

Format Description

Geography Markup Language is an XML grammar written in XML
Schema for the description of application
schemas as well as the transport and storage of geographic
information.

Capability

Same use case as WFS services

Start Date: Standard
Assessment &
Requirements

2005

Start Date: Validation &

2006

Experimentation

2017 (GML 3.3)

2015 (GML 3.3)

Validation &
Experimentation Results
Start Date: Ready for
Implementation

NA

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile

STD-DS-09-109 - DGIWG Profiles of ISO 19107 and GML realization

Additional guidance
Dependencies
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Table B13 OGC KML encoding

Encoding Standard
Encoding Name

OGC KML

Abbreviated Name

KML

Version

2.2.0; OGC document number 07-147r2
http://portal.opengeospatial.org/files/?artifact_id=27810

Organization

OGC, the Open Geospatial Consortium

Usage in services

Not mandated in any OGC service interface standard; some WMS
and WFS implementations support KML as an output format.

Description

Description from OGC 07-0147r2:
“KML is an XML grammar used to encode and transport
representations of geographic data for display in an earth browser. Put
simply: KML encodes what to show in an earth browser, and how to
show it. KML uses a tag-based structure with nested elements and
attributes and is based on the XML standard.”

Capability

Exchange of vector features and associated visualization, especially
with Google Earth clients.

Start Date: Standard
Assessment &
Requirements

?

Start Date: Validation &

2011 (DGIWG project S15)

Experimentation
Validation &
Experimentation Results

DGIWG project S15 report: “Assessment of OGC KML for the
Representation of Military Tactical Information”

Start Date: Ready for
Implementation

?

Start Date: Fading or
Retired

?

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile

NA

Additional guidance
Dependencies
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Table B14 JavaScript Object Notation

Encoding Standard
Encoding Name

JavaScript Object Notation

Abbreviated Name

JSON

Version

1.0

Organization

Network Working Group
http://www.ietf.org/rfc/rfc4627.txt

Usage in services

OGC OWS Context

Format description

JavaScript Object Notation (JSON) is a lightweight, text-based,
language-independent data interchange format. It was derived from
the ECMA Script Programming Language Standard. JSON defines a
small set of formatting rules for the portable representation of
structured data.

Capability

TBD

Start Date: Standard
Assessment &
Requirements

2013

Start Date: Validation &

2014

Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

NA

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile
Additional guidance

OGC OWS-10 Rules for JSON and GeoJSON Adoption: Focus on
OWS-Context
OGC 16-056 Testbed 12 TopoJSON Engineering Report

Dependencies

OGC OWS Context
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Table B15 GeoJSON – JSON Geometry and Feature Description

Encoding Standard
Encoding Name

GeoJSON -- JSON Geometry and Feature Description

Abbreviated Name

GeoJSON

Version

1.0

Organization

GeoJSON Working Group
http://geojson.org/geojson-spec.html

Usage in services
Format description

GeoJSON is a geospatial data interchange format based on
JavaScript Object Notation (JSON).
GeoJSON supports the following geometry types: Point, LineString,
Polygon,
MultiPoint,
MultiLineString,
MultiPolygon,
and
GeometryCollection. Features in GeoJSON contain a geometry object
and additional properties, and a feature collection represents a list of
features.

Capability

TBD (Future links on use cases that are openly available on the
DGIWG portal)

Start Date: Standard
Assessment &
Requirements

2013

Start Date: Validation &

2014

Experimentation
Validation &

NA

Experimentation Results
Start Date: Ready for
Implementation

NA

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation
Guidance
DGIWG Profile
Additional guidance

OGC OWS-10 Rules for JSON and GeoJSON Adoption: Focus on
OWS-Context

Dependencies
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Table B16 GeoPackage encoding
Encoding Standard
Encoding Name

GeoPackage

Abbreviated Name

GPKG

Version

1.2.1

Organization

Open Geospatial Consortium

DGIWG Recommendation

Emerging
A platform-independent SQLite database file that contains
GeoPackage data and metadata tables, with specified definitions,
integrity assertions, format limitations and content constraints. The
GeoPackage standard describes a set of conventions for storing
vector features, tile matrix sets of imagery and raster maps at
various scales within a SQLite database along with extensions to
accommodate additional data. OGC has presently approved
extensions for Tiled Gridded Coverage Data and for Related Tables
(e.g. reference information and content on attributes or media). An
extension for tiled vector data is being developed.

Format Description

Capability

Container format for coverage data (raster maps, imagery, gridded
data), feature data, attributes (non-spatial data), and tiles of raster
and vector data.

Start Date: Standard
Assessment &
Requirements

2014

Start Date: Validation &
Experimentation
Validation &
Experimentation Results
Start Date: Ready for
Implementation

NA

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

NA

Implementation Guidance

NSG has published a GeoPackage profile and developed a
conformance test (presently on OGC Team Engine Beta Site).

DGIWG Profile

NA

Additional guidance

OGC 16-030 Testbed-12 GeoPackage Mobile Apps Integration
Engineering Report
OGC 16-067r1 Testbed 12 Vector Tiling Implementation Engineering
Report
OGC 18-084 Geospatial to the Edge Plugfest Engineering Report
OGC 18-098 Testbed 14 Symbology Engineering Report
OGC 18-074 GeoPackage Vector Tiles Extension Engineering Report

Dependencies
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Table B17 ESRI Shapefile encoding

Encoding Standard
Encoding Name

ESRI Shapefile

Abbreviated Name

Shapefile (file extension .shp)

Version

Not versioned; defined in the document
“ESRI Shapefile Technical Description”,
http://www.esri.com/library/whitepapers/pdfs/shapefile.pdf

Organization

Esri - Environmental Systems Research Institute, Inc.

Usage in services

Not mandated in any OGC service interface standard; some WFS
implementations support Shapefiles as an output format.

Description

Description from “ESRI Shapefile Technical Description”:
“A shapefile stores nontopological geometry and attribute information
for the spatial features in a data set. The geometry for a feature is
stored as a shape comprising a set of vector coordinates. […]
Shapefiles can support point, line, and area features. Area features
are represented as closed loop, double-digitized polygons. Attributes
are held in a dBASE® format file. Each attribute record has a one-toone relationship with the associated shape record.”
While the term "shapefile" is quite common, a "shapefile" is actually a
set of several files. Three individual files are mandatory to store the
core data that comprise a shapefile: .shp, .shx, and .dbf. The actual
shapefile relates specifically to .shp files but alone is incomplete for
distribution, as the other supporting files are required.
Informal extensions to the Shapefile standard makes it possible to
store 3D geometries, as well as to associate coordinate reference
system information to the file.

Capability

Vector data exchange, especially with legacy systems.

Start Date: Standard
Assessment &
Requirements

NA (already in use)

Standard Assessment &

NA (already in use)

Requirements
Start Date: Validation &

NA (already in use)

Experimentation
Validation &

NA (already in use)

Experimentation Results
Start Date: Ready for
Implementation

NA (already in use)

Start Date: Fading or
Retired

TBD

Superseded by

NA

Supersedes

NA

Implementation
Guidance

Since the shapefile format has no capability to store portrayal
information such as graphical appearance of map symbols or
scale/zoom-levels for different feature types such information has to
be stored elsewhere. When using ESRI software it is usually stored in
an MXD document, when using software from other vendors other
solutions have to be applied.

DGIWG Profile

NA
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Additional guidance
Dependencies
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Table B18 GRIB encoding

Encoding Standard
Encoding Name

Gridded Binary or GRIB (GRIdded Binary or General Regularlydistributed Information in Binary form)

Abbreviated Name

GRIB

Version

GRIB is commonly used in Version 1 and Version 2 format. Many
sources distribute both.

Organization

World Meteorological Organisation

Usage in services

Not mandated in any OGC service interface standard; but deliverable
as a file or by WCS.

Description

GRIB is a concise data format commonly used in meteorology to store
historical and forecast weather data. It is standardized by the World
Meteorological Organization's Commission for Basic Systems, known
under number GRIB FM 92-IX, described in WMO Manual on Codes
No.306. The first edition (current sub-version is 2) is used
operationally worldwide by most meteorological centers, for Numerical
Weather Prediction output (NWP). A newer generation has been
introduced, known as GRIB second edition, and data is slowly
changing over to this format. Some of the second-generation GRIB
are used for derived product distributed in Eumetcast of Meteosat
Second Generation. Another example is the NAM (North American
Mesoscale) model.

Capability

Exchange of gridded numerical weather products from weather
centers to and between applications requiring MET and OCC data.

Start Date: Standard
Assessment &
Requirements

NA (already in use)

Standard Assessment &

NA (already in use)

Requirements
Start Date: Validation &

NA (already in use)

Experimentation
Validation &

NA (already in use)

Experimentation Results
Start Date: Ready for
Implementation

NA (already in use)

Start Date: Fading or
Retired

TBD

Superseded by

NA

Supersedes

NA

Implementation
Guidance

GRIB is a complicated format designed to exchange multi-dimensional
gridded data. Of key importance is the code table which maps the
properties in use (wind, freezing rain etc.) to code values. Different
organizations use different tables which can result in incorrect labeling
of properties if the correct table is not used.

DGIWG Profile

NA

Additional guidance
Dependencies
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Table B19 NetCDF encoding

Encoding Standard
Encoding Name

Network Common Data Form

Abbreviated Name

NetCDF

Version

netCDF-4/HDF5

Organization

Unidata.ucar.edu.

Usage in services

Deliverable as a file or by WCS.

Description

NetCDF is a set of software libraries and self-describing, machineindependent data formats that support the creation, access, and
sharing of array-oriented scientific data. It uses the HDF (Hierarchical
Data File) as the underpinning model.
(http://www.unidata.ucar.edu/software/netcdf/)

Capability

Exchange of gridded numerical weather products from weather
centers to and between applications requiring MET and OCC data.

Start Date: Standard
Assessment &
Requirements

NA (already in use)

Standard Assessment &

NA (already in use)

Requirements
Start Date: Validation &

NA (already in use)

Experimentation
Validation &

NA (already in use)

Experimentation Results
Start Date: Ready for
Implementation

NA (already in use)

Start Date: Fading or
Retired

TBD

Superseded by

NA

Supersedes

NA

Implementation
Guidance

NetCDF is self-describing but a very complex standard. Unidata
provide a set of open source libraries which are used pervasively to
read and write NetCDF. The recommendation is to use these in any
implementation.

DGIWG Profile

NA

Additional guidance
Dependencies
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Table 20 OGC Web Feature Service 3.0: Part 1 – Core

Base Standard
Service Name

OpenGIS Web Feature Service

Abbreviated Name

WFS

Version

3.0

Organization

OGC

DGIWG Recommendation

Validation and experimentation

Service Description

A Web Feature Service (WFS) offers the capability to create, modify
and query spatial data on the Web. The WFS standard is a multi-part
document. This part specifies the core capabilities that every WFS has
to support and is restricted to read-access to spatial data. Additional
capabilities that address specific needs will be specified in additional
parts. Examples include support for creating and modifying data, more
complex data models, richer queries, and additional coordinate
reference systems.
By default, every WFS instance provides access to a single dataset.
Rather than sharing the data as a complete dataset, WFS offers direct,
fine-grained access to the data at the feature (object) level.
Consistent with the architecture of the Web, this version of the WFS
standard uses a resource architecture and specifies a RESTful service
interface consistent with the IETF HTTP/HTTPS RFCs.
This standard specifies discovery and query operations that are
implemented using the HTTP GET method. Support for additional
methods (in particular POST, PUT, DELETE, PATCH) will be specified
in additional parts.
WFS 3.0 implementations are not backwards compatible with WFS
2.0 implementations per se. However, a design goal was to define
WFS 3.0 in a way so that the WFS 3.0 interface can be mapped to a
WFS 2.0 implementation.

Capability
Start Date: Standard
Assessment &
Requirements

2017

Start Date: Validation &

2018

Experimentation
Validation &

OGC OWS-10 Profiles Interoperability document.

Experimentation Results
Start Date: Ready for
Implementation

2020

Start Date: Fading or
Retired

NA

Superseded by

NA

Supersedes

WFS 2.0

Implementation
Guidance
DGIWG Profile

DGIWG will evaluate requirements for a DGIWG profile or additional
guidance documents
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ISO TC 211 and OGC WFS SWG have started working on version
3.0 of WFS https://github.com/opengeospatial/WFS_FES
OGC 18-045: OGC Testbed-14: Next Generation Web APIs - WFS
3.0 Engineering Report

Dependencies

OGC 18-078: OGC Vector Tiles Pilot: WFS 3.0 Vector Tiles
Extension Engineering Report
Open API Initiative: OpenAPI Specification 3.0.1,
https://github.com/OAI/OpenAPISpecification/blob/master/versions/3.0.1.md
Fielding, R., Gettys, J., Mogul, J., Frystyk, H., Masinter, L., Leach,
P., Berners-Lee, T.: IETF RFC 2616, HTTP/1.1,
http://tools.ietf.org/rfc/rfc2616.txt
Rescorla, E.: IETF RFC 2818, HTTP Over TLS,
http://tools.ietf.org/rfc/rfc2818.txt
Klyne, G., Newman, C.: IETF RFC 3339, Date and Time on the
Internet: Timestamps, http://tools.ietf.org/rfc/rfc3339.txt
Nottingham, M.: IETF RFC 5988, Web Linking,
http://tools.ietf.org/rfc/rfc5988.txt
van den Brink, L., Portele, C., Vretanos, P.: OGC 10-100r3,
Geography Markup Language (GML) Simple Features Profile,
http://portal.opengeospatial.org/files/?artifact_id=42729
Butler, H., Daly, M., Doyle, A., Gillies, S., Hagen, S., Schaub, T.:
IETF RFC 7946, The GeoJSON Format,
https://tools.ietf.org/rfc/rfc7946.txt
W3C: HTML5, W3C Recommendation, http://www.w3.org/TR/html5/
Schema.org: http://schema.org/docs/schemas.html
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Annex C
Additional standards description
(Informative)

C1 Services
UDDI

UDDI (Universal Description, Discovery, and Integration) is an XML-based registry aimed at
allowing registration of services.
While it is a discovery technology and is potentially relevant to geospatial cataloguing, its
interface is very high level, and not of sufficient utility to provide fine grained cataloguing of
geospatial data and services.
JPIP, JPEG 2000 Interactive Protocol

JPIP is a client/server communication protocol defined in Part 9 of the JPEG2000 suite of
standards (ISO/IEC 15444-9). It streams JPEG2000 raster data to an image using the least
bandwidth required. JPIP has the capacity to download only the requested part of a picture,
saving bandwidth, computer processing on both ends, and time. JPIP stream is enabled via a
URL pointing to the JPEG2000 image. The server streams only the resolutions, quality layers
and parts of the image requested by the client.
It allows for the relatively quick viewing of a large image in low resolution, as well as a higher
resolution part of the same image. Using JPIP, it is possible to view large images (1 gigapixel)
on relatively light weight hardware such as PDAs.
OpenSearch

OpenSearch is a collection of technologies that allow publishing of search results in a format
suitable for syndication and aggregation. It is a way for websites and search engines to publish
search results in a standard and accessible format.
The OpenSearch standard defines a simple API that acts as a common façade on top of
catalogue (and other) services that implement different query APIs thus requiring that client
software only understand the OpenSearch API rather than having to understand each
individual API implemented by each catalogue a client might want to access.
The OGC Catalogue Service 3.0 (OGC® Catalogue Services 3.0 Specification - HTTP
Protocol Binding; 12-176r6) specifies the use of OpenSearch for accessing information in an
OGC Catalogue Service.
OpenSearch consists of (https://en.wikipedia.org/?title=OpenSearch):


OpenSearch Description files: XML files that identify and describe a search engine.



OpenSearch Query Syntax: describe where to retrieve the search results



OpenSearch Response: RSS 2.0 or ATOM 1.0 formats for providing open search
results



OpenSearch Aggregators: Sites that can display OpenSearch results.
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OpenSearch "Auto-discovery" to signal the presence of a search plugin link to the user
and the link embedded in the header of HTML pages

Based on OpenSearch browsers allow for instance to add new search engines or
functionalities like suggesting search.
OpenSearch Geo and Time

The OpenSearch Geo and Time 1.0 extensions is intended to provide a simple way to make
spatial and temporal queries to a repository of geospatial content that contains geographic
and temporal properties and to allow simple syndication of repositories.
The use cases at OpenSearch.org deal primarily with full-text search across textual data, but
the protocol is equally applicable to simple searches across collections of structured data –
particularly data with a geospatial component.
The OpenSearch Geo and Time extensions are registered at OpenSearch.org and is an OGC
standard: OGC® OpenSearch Geo and Time Extensions.
GML Streaming/Compression

OGC Web Services (OWS), including GML services such as the OGC Web Feature Service,
define interfaces for data access and update operations using HTTP as the distributed
computing platform. Clients interact with OWS by submitting Requests and getting Responses
from services. However, underlying this approach there may be limitations for services and
clients. As an example, a WFS implementation may construct FeatureCollection responses
by buffering them into memory, and the size will depend on the system configuration and
memory allocated. In other words, there may be a limit on the size of returned data since the
entire content of a message is present in memory before it is sent. While this is a good strategy
for many scenarios, large messages, such as GML data set for an entire country, could
exhaust system resources.
One strategy to deal with such large payloads is streaming. This strategy acknowledges that
while messages, especially those expressed in XML (GML), are traditionally thought of as
being relatively compact data packages, a message might be multiple gigabytes in size and
resemble a continuous data stream more than a data package. In fact, implementers of
services that deliver GML have seen this behaviour many times in ‘real world’ work
implementing OGC-based systems. Therefore this method requests data transferred in a
‘streaming mode’ instead of a ‘buffered mode’.
Additional details on GML Streaming can be found in OGC 12-097, OWS-9 Engineering
Report - SSI - Bulk Data Transfer and OGC 16-055, Testbed 12 Compression Techniques
Engineering Report.
Semantic Mediation Services

OWS is experimenting with services to automatically translate data based on semantic
definitions. These services use existing ontological encoding standards e.g. RDF/OWL and
SPARQL and GeoSPARQL.
More information can be found in the following OGC Testbed engineering reports:
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OGC 11-052r1, GeoSPARQL - A Geographic Query Language for RDF Data, OGC 12-103r2,
CCI Semantic Mediation Engineering Report and OGC 16-062, Catalogue and SPARQL
Engineering Report.

C2 Encoding standards
Scalable Vector Graphics (SVG)

Scalable Vector Graphics (SVG) is an XML-based vector image format for two-dimensional
graphics that has support for interactivity and animation. The SVG specification is an open
standard developed by the World Wide Web Consortium (W3C) since 1999. SVG is used in
Geographic Information Systems both as an encoding for symbols and as a format for
rendering maps.
NATO Vector Graphics (NVG)

The NATO Vector Graphics format was developed as a means for NATO systems to share
and use overlays. The format was originally inspired by SVG and is defined in AdatP-4733.
The primary use-case for NVG data is to support the collection of battle-space information
from multiple sources for the purpose of overlaying the information on a geographical display
which means that it is not really intended for the type of geospatial data which is of interest
to DGIWG
NVG file has three components: protocol, symbology and information. The symbology
component uses the existing standard symbology for military units in APP-6A and B; and
MIL STD 2525B and C. There are also coding descriptions for style depiction of standard
lines, arrows, circles, ellipses etc. Geospatial data in the format is described in sections
2.8.1, specifying that coordinates are to be decimal degrees (6 decimal places) in WGS84.
The information component includes details about the entity (name, time stamp and
operational readiness etc.). The STANAG provides detailed XML scripting for defining
different military unit symbols and the standard operational areas. The standard also looks to
be applicable for 3D depiction and at a potentially very large scale, as includes scripts for
areas like building corridors and symbols for door breaching etc.
Gridded Binary (GRIB)

GRIB is a concise data format commonly used in meteorology to store historical and forecast
weather data. It is standardized by the World Meteorological Organization's Commission for
Basic Systems, known under number GRIB FM 92-IX, described in WMO Manual on Codes
No.306. The first edition (current sub-version is 2) is used operationally worldwide by most
meteorological centers, for Numerical Weather Prediction output (NWP). A newer generation
has been introduced, known as GRIB second edition, and data is slowly changing over to this
format. Some of the second-generation GRIB are used for derived product distributed in
Eumetcast of Meteosat Second Generation. Another example is the NAM (North American
Mesoscale) model.
For further details refer to Annex B, Table B20.
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Network Common Data Form (NetCDF)

NetCDF is a set of software libraries and self-describing, machine-independent data formats
that support the creation, access, and sharing of array-oriented scientific data. It uses the HDF
(Hierarchical Data File) as the underpinning model.
It is used to exchange gridded numerical weather products from weather centers to and
between applications requiring MET and OCC data.
For further details refer to Annex B, Table B21.
Hierarchical Data Format (HDF)

Hierarchical Data Format (HDF) is a set of file formats (HDF4, HDF5) designed to store and
organize large amounts of data.
HDF5 includes data models for multidimensional array-oriented and other types of scientific
data, freely distributed collections of access libraries implementing support for these data
models, and machine-independent storage formats. Together, the interfaces, libraries, and
formats support the creation, access, and sharing of scientific data.
Having already established netCDF as a standard for binary encoding has made it possible to
incorporate standard delivery of data in binary form via several OGC protocols, e.g., WCS,
WFS, and SOS. The intention of the new OGC HDF SWG is to achieve the same for HDF5.
Efficient XML Interchange (EXI)

Efficient XML Interchange, EXI, is a compact binary representation for the Extensible Markup
Language (XML) Information Set that is intended to simultaneously optimize performance and
the utilization of computational resources.
EXI as optional alternative encoding of XML is planned for KML version 2.4.
For further details refer to Annex B, Table B22.
HTML 5

HyperText Markup Language, commonly referred to as HTML, is the standard markup
language used to create web pages.
Version 5 of Hypertext Markup Language HTML 5 was released by the W3C
(http://www.w3.org/TR/html5/) in 2014 as the successor of HTML 4 which was until then
considered the core language of the World Wide Web. HTML5 is intended to subsume not
only HTML 4, but also XHTML 1 and DOM Level 2 HTML.
HTML 5 includes improvements for e.g. embedding multimedia files, drawing graphics and
semantic content definitions natively without the need for additional plugins or APIs.
These improvements will significantly affect the way that browser based clients applications
are implemented.
The figure below gives an overview on the HTML 5 specification and related APIs.
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Figure 7 HTML5 related APIs
(source: https://en.wikipedia.org/wiki/HTML5#cite_note-45)

In the following examples for added functionalities in HTML 5 are given based on information
from http://www.w3schools.com/html/html5_intro.asp.
Canvas element:
The HTML <canvas> element (introduced in HTML5) allows to draw graphics on the fly via
scripting using JavaScript
SVG element:
The HTML <svg> element (introduced in HTML5) is a container for SVG graphics. SVG has
several methods for drawing paths, boxes, circles, text, and graphic images.
Audio :
The HTML5 <audio> element specifies a standard way to embed audio in a web page.

•

Before HTML5, there was no standard for playing audio files on a web page.

•

Before HTML5, audio files could only be played with a plug-in (like flash).

•

Only MP3, WAV, and Ogg audio is supported by the newest HTML5 standard.

Video:
The HTML5 <video> element specifies a standard way to embed a video in a web page.

•

Before HTML5, there was no standard for showing videos on a web page.

•

Before HTML5, videos could only be played with a plug-in (like flash).

•

Only MP4, WebM, and Ogg video is supported by the newest HTML5 standard.

HTML Geolocation:
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HTML Geolocation is used to locate a user's position, returning the latitude and longitude of
the user's position. Since this can compromise user privacy, the position is not available unless
the user approves it.
Use cases:

•

Up-to-date local information

•

Showing Points-of-interest near the user

•

Turn-by-turn navigation (GPS)

Server-Sent events:
A server-sent event is when a web page automatically gets updates from a server.
This was also possible before, but the web page would have to ask if any updates were
available. With server-sent events, the updates come automatically.
Examples:

•

Feature updates

•

Facebook/Twitter updates,

•

stock price updates,

•

news feeds,

Semantic elements:
Semantic elements clearly define the content of different parts of a web page. This makes it
easier for search engines to identify the correct web page content and allows for sharing and
reuse of data across applications.
OGC Filter

OGC Filter, a jointly developed OGC and ISO TC/211 International Standard, describes an
XML and KVP encoding of a system neutral syntax for expressing projections, selection and
sorting clauses collectively called a query expression.
The intent is that this neutral representation can be easily validated, parsed and then
translated into a target query language such as SPARQL or SQL for processing.
OGC filter defines the XML encoding for the following set of selection clause predicates:

•

A standard set of logical predicates: and, or and not.

•

A standard set of comparison predicates: equal to, not equal to, less than, less
than or equal to, greater than, greater than or equal to, like, is null and between.

•

A standard set of spatial predicates: equal, disjoint, touches, within, overlaps,
crosses, intersects, contains, within a specified distance, beyond a specified
distance and BBOX.

•

A standard set of temporal predicates: after, before, begins, begun by, contains,
during, ends, equals, meets, met by, overlaps and overlapped by.

•

A predicate to test whether the identifier of an object matches the specified value.
OGC Filter 1.1 was released in 2005. It has been superseded by OGC Filter 2.0, released in
2014.
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C3 Service Metadata
Service Metadata” is a generic expression that can both designate ISO 19115/19119 Service
Metadata or the information provided in a GetCapabilities response document for OGC Web
Services. These two documents serve different purposes, the first being the search and
discovery of Web Services, the second being the ability to use the service itself (i.e. view /
download / process data). Even they don’t have the same aim, they share common information
(that main be represented by different named elements).
In a process of building a SDI, it’s then necessary having a strong consistency between ISO
metadata (that can be retrieved through a CSW catalogue) and a GetCapabilities response
document.
This roadmap will then further provide a mapping between ISO 19115/19119 elements (used
by DMF) and GetCapabilities elements (used by DGIWG Web services Profiles) in order to
help people filling GetCapabilities documents when providing their data through Web
Services.

C4 Security Mechanisms
Authorization and Access Control
Using a secured door as an example, when access is granted, the door is unlocked for a
predetermined time and the transaction is recorded. When access is refused, the door remains
locked and the attempted access is recorded. The system will also monitor the door and alarm
if the door is forced open or held open too long after being unlocked. This analogy can be
applied to Authorization where attempts to access a network or web service are granted or
denied based on whether a person is authorized to enter or not. The analogy can be further
extended to say authentication is granted to go through the door but once inside the room the
individual is only granted access to certain information inside the room or their access is
controlled.
For the purpose of geospatial data and service Authorization and Access Control computers
are used to grant access based on the credential presented. A wide range of credentials can
be used as keys.
In order to access protected resources at a service provider, users authenticate to their identity
provider ("thinking locally" because they do not need to authenticate to a remote service
provider, just an identity provider with which they have a closer trust relationship). Based on
this authentication, they are then able to access resources at one or many service providers
("acting globally").
SAML - Security Assertion Markup Language
SAML, developed by the Security Services Technical Committee of the Organization for the
Advancement of Structured Information Standards (OASIS), is an XML-based framework for
communicating user authentication, entitlement, and attribute information. SAML is a flexible
and extensible protocol designed to be used – and customized if necessary – by other
standards. SAML enables Web Single Sign On (SSO) through the communication of an
authentication assertion from the first site to the second which, if confident of the origin of the
assertion, can choose to log in the user as if they had authenticated directly. In addition to the
Web SSO scenario, SAML also implements attribute based authorization. The attribute based
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authorization model has one web site communicating identity information about a subject to
another web site in support of some transaction. However, the identity information may be
some characteristic of the subject (such as a person's role) rather than, or in addition to,
information about when and how the person was authenticated. SAML assertions can be used
within SOAP messages in order to convey security and identity information between actors in
web service interactions. The Liberty Alliance, the Internet2 Shibboleth project, and the OASIS
Web Services Security (WS-Security) committee have all adopted SAML as a technological
underpinning for various purposes. SAML handles security assertions, secure transmission,
and authentication in multiple security domains.
Shibboleth
The Shibboleth Project is an initiative of the Internet2 consortium to develop technical and
policy frameworks and an open-source software system for controlling access to online
resources targeted to the needs of higher education, research, and their partners. The
Shibboleth system has profiled SAML for its particular requirements and has built privacy
management into its architecture.
WS-Security
WS-Security is an OASIS standard that specifies how SOAP messages can have their integrity
and confidentiality ensured. WS-Security defines a framework for securing SOAP messages,
with the specifics being defined in profiles determined by the nature of the security token used
to carry identity information. So, for instance, there are different profiles of WS-Security for
various different security token formats such as X.509 certificates and Kerberos tickets. There
is also a SAML token profile of WS-Security that specifies how SAML assertions can be used
to provide message security. Additionally, SAML itself points to WS-Security as an approved
mechanism for securing SOAP messages carrying SAML protocol messages and assertions.
WS-*
WS-* is a private initiative proposing a broad set of specifications for different aspects of web
services, including security. The security aspects of WS-* are based on the concept of using
security tokens as described in WS-Security, and the SAML Token Profile already mentioned
specifies the usage of SAML assertions as such a security token.
XACML
XACML (eXtensible Access Control Markup Language) is an XML-based language for access
control that has been standardized in OASIS. XACML describes both an access control policy
language and a request/response language. The policy language is used to express access
control policies ("who can do what when"). The request/response language expresses queries
about whether a particular access should be allowed (requests) and describes answers to
those queries (responses). The newest versions of XACML and SAML have been designed
to complement each other; for example, an XACML policy can specify what a provider should
do when it receives a SAML assertion, and XACML-based attributes can be expressed in
SAML.
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OGC GeoXACML 3.0 Core
This standard (currently an OGC Discussion Paper) defines the version 3.0 of a geospatial
extension to the OASIS eXtensible Access Control Markup Language (XACML) Version 3.0
standard. It thereby enables the interoperable definition of access rights / constraints using
the XACML 3.0 language, processing model and policy schema but extends the ability to
phrase conditions on geographic characteristics of subjects, resources and objects. In that
sense, a GeoXACML policy could restrict access to geospatial information, e.g. provided by
OGC Web Services. However, a GeoXACML policy could also restrict access to nongeospatial assets by stating restrictions for access based on the location of the user (or the
mobile device used) trying to access the protected assets. Therefore, this standard applies to
mainstream IT. For enabling processing of access control decisions based on geometry,
Geospatial eXtensible Access Control Markup Language (GeoXACML) 3.0 Core inherits by
normative reference ISO 19125 which defines a geometry model and functions on geometry
instances which enrich the XACML 3.0 specification.
OGC GeoXACML 3.0 GML 3.2.1 Encoding Extension
This OGC Discussion Paper defines the version 3.0 of a valid GML 3.2.1 geometry encoding
as defined in Geography Markup Language (GML) simple features profile (with Corrigendum)
to be used with the GeoXACML 3.0 Core standard. The use of this encoding extension to
GeoXACML 3.0 Core enables the direct use of GML 3.2.1 encoded geometries into a
GeoXACML 3.0 Policy, an Authorization Decision Request or in an Authorization Decision’s
Obligation element. It thereby improves the performance of deriving access control decisions,
where geometries are involved as existing GML 3.2.1 geometry encodings must not be
transformed to Well Known Text (WKT) as supported by GeoXACML 3.0 Core. Furthermore,
the use of this encoding extension simplifies the implementation of a Policy Enforcement Point
as it must not provide the transformation functions from GML to WKT and vice versa. This
encoding extension has its normative base in Geography Markup Language (GML) simple
features profile (with Corrigendum).
Note: Current OGC approved GeoXACML Standards are Geospatial eXtensible Access Control Markup Language (GeoXACML) Version 1
Corrigendum 1.0.1
GeoXACML Implementation Specification - Extension A (GML2) Encoding (1.0)
GeoXACML Implementation Specification - Extension B (GML3) Encoding (1.0)
OGC GeoXACML and XACML Policy Administration Web Service (PAWS)
Specifications like XACML and GeoXACML make it fairly straightforward to implement
powerful access control systems that protect Geo Web Services and spatial data. The
underlying hybrid model of these access control systems combines rule-, rewrite- and rolebased rights models that guarantee expressive fine-grained access rights can be defined and
enforced. The challenge that arises when using XACML and GeoXACML based access
control systems is to provide suitable administration mechanism that supports the
administration of complex access control policies. The introduction of (Geo)XACML based
access control systems can be reinforced if the (Geo)XACML encoded policies describe the
to be enforced access rights. To achieve this objective a policy administration service is
required. This specification defines the interfaces of the OGC (Geo)XACML Policy
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Administration Web Service (PAWS) that supports the creation, modification, exchange,
analysis, testing, transformation, encrypting and signing of XACML and GeoXACML encoded
access control policies.
While Security Mechanisms including Authorization and Access Control are currently
considered out of scope within DGIWG it is highly likely nations operating in a coalition
environment may wish to allow varying degrees of access to their national web services and
databases. Therefore, this section is provided to identify the numerous security models, and
security mechanisms that exist today. The most obvious source standards route for this is the
OGC framework which includes the following standards; GeoXACML, SAML and XACML.
This is further discussed in the OGC Discussion Paper OGC 13-099, GeoXACML and XACML
Policy Administration Web Service (PAWS).
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Policy - A set of rules, an identifier for the rule-combining algorithm and (optionally) a set
of obligations. May be a component of a policy set
Policy administration point (PAP) - The system entity that creates a policy or policy set
Policy decision point (PDP) - The system entity that evaluates applicable policy and
renders an authorization decision.
Policy enforcement point (PEP) - The system entity that performs access control, by
making decision requests and enforcing authorization decisions.
Policy information point (PIP) - The system entity that acts as a source of attribute
values
Figure 8 Security Policies

Watermarking
Digital Watermarking is a versatile technology with potential to address many national
requirements. The recommended practice for employing Digital Watermarking is to meet the
following capabilities; Security Marking, Image Identity and Image Content Integrity.
In a self-service Geospatial Intelligence (GEOINT) environment, it becomes increasingly
difficult to keep metadata-based security markings with the pixel data they describe. It is
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important that users are always informed on the security markings, handling constraints and
key quality measures associated with an image no matter how small the chip or how the chips
may have been mosaicked together. The Security Marking capability provides low-impact
security markings through visible watermarking techniques.
Another challenge in the self-service environment is the difficulty in maintaining the identity of
pixel data as it is processed, cropped and copied. If an analyst cuts a chip out of an image
and embeds it in a PowerPoint, how do we know the origin and provenance of that chip? The
Identity Watermark capability takes advantage of robust non-visible watermark technology to
embed the Universal Unique Identifier (UUID) as well as other important metadata in the image
pixels themselves. This allows us to extract the identity of even a heavily cropped image and
to identify the original image and its associated metadata.
The final capability which may be required is image Content Integrity. Critical intelligence
judgments are made based on the content of imagery. It is important that the integrity of that
imagery is protected against both accidental and intentional corruption. This task is
complicated by the fact that imagery is routinely modified (scaled, compressed, rotated, etc.)
without an impact to its content. The Content Integrity capability leverages cryptographic
techniques and fragile, non-visible watermarking technologies to detect significant changes
while still allowing the normal manipulation of the image.
Digital watermarking is a rapidly changing technology. The requirements this technology must
address are challenging. This document doesn’t attempt to define the digital watermarking
technologies that must be used. Rather it defines possible requirements and measures which
could be used to evaluate and select appropriate watermark technologies.
C5 Emerging Technologies
This section addresses emerging concepts related to technologies that are being developed
by the user community and may be of interest to DGIWG.
Cloud Computing
Cloud computing in the spatial domain has several facets. It enables infrastructure builders to
scale up and down computing and storage resources in a flexible way. Cloud computing can
be a good way to deliver geospatial services. Cloud resources can be public or private or a
hybrid solution between private and public.
In the OGC blog George Percivall [OGC:1866] gives several examples of when cloud
computing can be relevant in a geospatial context. One example is that Cloud services
enables lightweight clients to access powerful processing services hosted at remote locations.
These remote services can do big processing of big imagery data.
Cloud computing can make it easier to handle the enormous amounts of data that is produced
by mobile devices. This is also true in the military domain. There will be a growing need to
perform analytics on these data.
One OGC standard that is suitable for this is the OGC Web Processing Service (WPS)
Interface Standard. Several references to such initiatives are described in [OGC: 1866]
OGC access services (WMS, WCS and the Web Feature Service and Sensor Observation
Service (SOS) Interface Standards) are also well suited for service interfaces in a geospatial
cloud
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The use of OGC web services in a cloud environment was investigated in OGC Testbed-10,
resulting in the document OGC 14-028r1, Testbed 10 Performance of OGC Services in the
Cloud: The WMS, WMTS, and WPS cases.
Discrete Global Grids
A Discrete Global Grid (DGG) is a set of cells that partition the Earth’s surface. Traditionally
locations on maps are defined by points – an exact location with no associated area.
Discrete Global Grid System (DGGS) provide a fixed geospatial reference frame for the
persistent location of measured Earth observations, feature interpretations, and modelled
predictions. A DGGS is designed to be an information grid not a navigation grid. Whereas
conventional coordinate reference systems address the globe with a continuous field of points
suitable for repeatable navigation and analytical geometry, DGGS address the entire planet
by partitioning it into a discrete hierarchical tessellation of progressively finer resolution cells.
In a DGG, each cell defines an area rather than an exact point, which gives two distinct
advantages:
1. A wider variety of data can be stored e.g. populations, rainfall, Twitter usage.
2. No point can be infinitely accurate, so there will always be an accuracy associated with
each point. In a DGG this accuracy is implied by the area of the cell.
Further to this data integration, decomposition, and aggregation is optimized in the DGGS
hierarchical structure and can therefore be exploited for efficient multi-source data processing,
storage, discovery, transmission, visualization, computation, analysis, and modeling.
DGGSs have many different potential implementations. However, they have largely come to
be associated with polyhedral maps.
A polyhedral map attempts to solve the distortion problems of conventional 2-D maps by
approximating the shape of the Earth as a polyhedron. By being closer to the shape of the
Earth, the stretching and compressing required to fit the spherical Earth on to a flat map is
greatly reduced, thus providing a more accurate map.
However, there are many different design choices associated creating a DGGS. These
include, shape projection, spatial referencing etc. This creates a potential problem for system
designers and end users alike because to enable systems to efficiently share information then
these potential differences need to be understood. To mitigate this and enable the consistent
descriptions of DGGS the OGC have proposed a method for standardising the design of a
DGGS. The OGC draft specification [OGC 15-104r3] proposes a methodology for
standardising the core data model and defines a core set of requirements to which every OGC
DGGS encoding must adhere.
Disconnected/Intermittent/Limited Users
For many Defence users, continuous connection to a web service is impractical for reasons of
limited bandwidth, EMCON (Emission Control) / covertness, or potential denial of RF
communications. For example, a patrol may have a range of devices (handheld GPS, laptop
computers, laser rangefinders, handheld tablets) with various capabilities in terms of
navigation, targeting and intelligence gathering. If there is any connectivity back to a web
service, it will be infrequent and limited. This class of users are referred to as Disconnected /
Intermittent or Disconnected / Intermittent / Limited (DIL) users. The GeoPackage standard
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described in detail in the encoding formats chapter can provide a possible solution for at least
some of the problems related to the use case described above.
OGC CDB
The CDB standard defines a standardized model and structure for a single, “versionable”,
virtual representation of the earth. A CDB structured data store provides for a geospatial
content and model definition repository that is plug-and-play interoperable between database
authoring workstations. Moreover, a CDB structured data store can be used as a common
online (or runtime) repository from which various simulator client-devices can simultaneously
retrieve and modify, in real-time, relevant information to perform their respective runtime
simulation tasks. In this case, a CDB is plug-and-play interoperable between CDB-compliant
simulators. A CDB can be readily used by existing simulation client-devices (legacy Image
Generators, Radar simulator, Computer Generated Forces, etc.) through a data publishing
process that is performed on-demand in real-time.
The CDB standard defines an open format for the storage, access and modification of a
synthetic environment database. A synthetic environment is a computer simulation that
represents activities at a high level of realism, from simulation of theaters of war to factories
and manufacturing processes. These environments may be created within a single computer
or a vast distributed network connected by local and wide area networks and augmented by
super-realistic special effects and accurate behavioral models.
Currently, CDB supports the old FACC feature/attribute catalog and Shapefile format. An
important concern about the OGC CDB standard is how to evolve beyond the current use of
CDB feature codes, incorporate the more current NSG (National System for GeospatialIntelligence) Application Schema (NAS) and DGIWG feature, and attribute encoding. The CDB
Standard Working Group (SWG) has started examining the feature codes and attribution
schema as used in the CDB standard. This effort was examined in OGC Testbed 13 to support
interoperability of existing CDB feature codes with NAS.
Several CDB concerns should be addressed before DGIWG adopts CDB. Those include how
to process and use a DGIWG-based model as a CDB feature/attribute data model as either
GML-SF0 or Esri Geodatabase application schema. Additional work is required to determine
how a CDB dataset can be accessed navigated and visualized using OGC web services (such
as WFS and WCS).
Several OGC testbed Engineering Reports (http://www.opengeospatial.org/docs/er) provide
more details on CDB modernization efforts:


17-046 OGC Testbed-13: 3D Tiles and I3S Interoperability and Performance
Engineering Report



17-042 OGC Testbed-13: CDB Engineering Report



17-020r1 OGC Testbed-13: NAS Profiling Engineering Report
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Big Data
“Big Data” is an umbrella term to denote data with following characteristics, summarized as
the four Vs:


Volume – the sheer size of “data at rest”



Velocity – the speed of new data arriving (“data at move”)



Variety – the manifold different Formats? Structures? Data types?



Veracity – trustworthiness and issues of provenance

In the realm of geo data, among the core contributors to the data deluge are spatio-temporal
sensor, image, simulation, and statistics data.






Sensors becoming ubiquitous the systematic collection of their data output is currently
generating substantial new markets – as an example, availability of GPS data has
stipulated a multi-billion dollar industry. The Petrol industry today has “more bytes than
barrels”. Getting to grips with these (Peta)bytes is essential for discovering new
resources and exploiting them.
Remote sensing imagery is utilized in more and more research, business, and society
applications; for example, NASA EOSDIS yields 5 TB per day, and in the course of the
ngEO initiative 10^12 satellite images are planned to be held under ESA custody.
Climate Modeling and Numerical Weather Prediction data volumes are expected to
grow according to Moore’s Law for the foreseeable future. The main constraint is likely
to be the cost of electricity to run the high performance computers required to process
the data.

Ensemble modeling and reanalysis in climate research multiply the data volumes generated.
A study of the Central Council of all Research Centres in the UK has observed that scientists
download 10x more data than actually needed for their research, because of insufficient
server-side search and extraction capabilities.


In statistics, multi-dimensional data cubes are a common scheme for analyzing
complex correlations. With the availability of significantly increased ground truth data,
analytics has crossed today’s main memory limits and calls for scalable evaluation
methods.

Beyond such data categories, however, there is a huge market and interest in Big Data issues
in the areas of Social Networks, Business Intelligence, and others. While not location based
per se, very often such data have a spatio-temporal aspect, too, and hence are of relevance
for OGC.
OGC Testbed 12 provided an assessment of a file format (database format) for exchange of
a large (global/Regional) tile store. It evaluated solutions such as simple reuse of what is
currently defined for raster tiling and applying it to a postGRESql database.


16-036r1 Testbed-12 Big Data Database Engineering Report

Linked Data
In Semantic Web terminology, Linked Data is the term used to describe a method of exposing
and connecting data on the Web from different sources. Currently, the Web uses hypertext
links that allow people to move from one document to another. Linked Data refers to data
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published on the Web in such a way that. It is machine-readable. Its meaning is explicitly
defined. It is linked to other external data sets, and can in turn be linked to from external data
sets.
In computing, linked data (often capitalized as Linked Data) is a method of publishing
structured data so that it can be interlinked and become more useful through semantic queries.
It builds upon standard Web technologies such as HTTP, RDF and URIs, but rather than using
them to serve web pages for human readers, it extends them to share information in a way
that can be read automatically by computers.
In January 2015, the W3C and the Open Geospatial Consortium (OGC) announced a new
collaboration. W3C and OGC have each launched a Spatial Data on the Web Working Group
through which the Geospatial and Web communities will document use cases and
requirements, develop best practices for publishing spatial data on the Web, and advance
some existing technologies to W3C Recommendations and OGC standards.
Spatial Data on the Web Best Practice: http://www.w3.org/TR/sdw-bp/
OGC testbed Engineering Reports with Linked Data:


17-040 OGC Testbed-13: DCAT/SRIM Engineering Report



16-020 Testbed-12 ShapeChange Engineering Report



15-054 OGC Testbed-11 Implementing Linked Data and Semantically Enabling OGC
Services Engineering Report



15-066r1 OGC Testbed 11 Use of Semantic Linked Data with RDF for National Map
NHD and Gazetteer Data Engineering Report



14-029r2 OGC Testbed 10 Virtual Global Gazetteer Engineering Report

OGC GeoAPI
To satisfy a growing demand application programming interfaces (APIs) needs to be
considered and incorporated in DGIWG Web Services Standards.
APIs are re-usable, secure, easily manageable, modern and consistent and govern how one
application can interact with another. APIs allow the movement of clean Data in
programmatically accessible formats between Applications and offer timesaving pulling data
from a single, authoritative source. An API management framework can provide usage
monitoring, throttling, authorization, and caching to potentially reduce load on a data repository.
APIs use sets of technologies that enable websites and/or client applications to interact with
each other by using REST, SOAP, JavaScript and other web technologies. In turn allows the
building of dynamic applications with rich and powerful user interfaces that enable a single
interaction with multiple instances simultaneously.
The Open Geospatial Consortium (OGC) GeoAPI Implementation Standard defines, through
the GeoAPI library, a Java language application programming interface (API) including a set
of types and methods which can be used for the manipulation of geographic information
structured following the specifications adopted by the Technical Committee 211 of the
International Organization for Standardization (ISO) and by the OGC.
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YAML
“YAML Ain’t Markup Language” (abbreviated YAML) is a data serialization language designed
to be human-friendly and work well with modern programming languages for common tasks.
Open, interoperable and readily understandable tools have advanced computing. YAML is
designed is to be useful when working with data. It uses Unicode printable characters, some of
which provide structural information with the rest containing the data itself. YAML achieves a
unique cleanness by minimizing the amount of structural characters and allowing the data to
show itself in a natural and meaningful way.
OGC WOS – Web Object Server
The Web Object Server is a concept developed to deal with the issue that we often wish to
consider ‘objects’ which include a range of information from different sources which cannot be
easily captured in a single data store (for example they are very different types of data, text,
imagery, video, sensor measurements, geometry, audio etc. The other requirement is that
data relevant to a given object may be present in multiple data stores but there is no desire to
copy all the data into one store.
The approach taken to deal with this requirement was to prototype the concept of a server of
in effect an object catalogue, where a ‘shell’ object is present in the WOS but it provides access
methods and parameters to a range of other databases as the object properties. Two
implementations of WOS were produced, one based on the OGC CSW-ebRIM standard and
the other on the OGC WFS Standard. Both deliver a similar capability. The next step for this
work is the creation of an OGC Standards Working Group to formalise the concept.
BPMN Business Process Management Notation
Most of the services delivered by the OGC/DGIWG platform relate to the delivery of geospatial
information in some form, but not to the processing of geospatial information. On the other
hand there are numerous proprietary analysis workflows which are used in practical GI
Applications with limited ability to interoperate with these. One element of achieving better
interoperability is wrapping ‘modular’ processing capability in for example Web Processing
Service wrappers, but another element is the ability to define assemblies of workflows which
use those processing capabilities. The BPMN standard provides a mechanism to define an
orchestration of a set of processes so that they can be executed as a chain to achieve a larger
process as an XML document. This allows the workflow to be saved in a catalogue or registry,
and executed on demand or in background. It also provides significant flexibility in allowing
new workflows or derived workflows to be created quickly. BPMN has been used in a number
of experiments in OGC Testbeds but has yet to be adopted as an operational standard by the
OGC.
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